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NONOXEHUE
«O MOJIMTUKE B OTHOLWEHNW OBPABOTKN U SALLINTBI MEPCOHAJIbHbLIX OAHHbBIX
CUCTEMbI OBPA3OBAHNA TAMMbBIPCKOIO JONITAHO-HEHELIKOIO
MYHULIMMNANBHOIO PAVIOHA»

1. OBWNME MOJIOXKEHNA
1.1. TepmuHbl u onpedeneHusi

lMNepcoHanbHble AaHHble - Nbas MHPOpPMauKs, OTHOCALLAACH K NPAMO WUnn
KOCBEHHO OnpederneHHoOMy unu onpegensemomy usndeckomy nuuy (cybbekty
nepcoHanbHbIX AaHHbIX).

O6paboTka nepcoHanbHbIX AdaHHbIX - noboe [enctsne (onepaumsi) Wnu
COBOKYMHOCTb AENCTBMK (Onepauun), CoBepLUaeMblX C WCMNONb30BaHMEM CpPeacTB
aBTOMaTU3auumn unm 6e3 Mcnonb3oBaHWUs TaknMxX CPeACTB C NEPCOHANbHBIMU OAHHBIMUN,
BKMoYaa cbop, 3anucb, cCUCTEMATU3aUMIO, HaKOMfEeHWe, XpaHeHue, YTOYHeHue
(o6HOBREHME, N3MeHeHune), n3sreveHuve, ncnonb3oBaHue, nepegavy
(pacnpoctpaHeHne, npegocTtaBneHne, p[octyn), obeanuumBaHue, OnokuposaHue,
yaaneHne, yHU4YTOXeHne NepCcoHanbHbIX AaHHbIX.

ABTOMaTtmM3MpoBaHHasas o00paboTka nepcoHanbHbIX [AaHHbIX — 00paboTka
NepCcoHanbHbIX AaHHbBIX C MOMOLLbIO CPEACTB BblYNCIUTENBHON TEXHUKN.

PacnpoctpaHeHne nepcoHanbHbIX AaHHbIX - OENCTBUA, HanpasfeHHble Ha
pacKpbITUE NepPCOoHanbHbIX JAaHHbIX HEONPeAEeNeHHOMY Kpyry nuy,.

lMpepgocTtaBneHne nepcoHanbHbIX [OaHHbIX - OEWCTBUSA, HanpaeBfeHHble Ha
pacKpbITUE MepCOHasnbHbIX AAHHbIX ONPeAeneHHOMY 1LYy MM ONpeaerieHHoOMY Kpyry
nmu.

BrnoknpoBaHue nepcoHanbHbIX AaHHbIX - BPEMEHHOE NnpekpalieHne obpaboTku
nepcoHanbHbIX AaHHbIX (3a UCKIOYEHMEM cryvaeB, ecnim obpaboTka Heobxoauma ans
YTOYHEHWNSA NEPCOHAnNbHbIX AaHHbIX).

YHUYTOXEHNE MepCOoHanbHbIX AaHHbIX - OEWCTBUS, B pesyrnbTaTte KOTOpbIX
CTaHOBUTCS HEBO3MOXHbIM BOCCTAHOBUTb COAEPXXaHWE MNepcoHanbHbIX OAHHbIX B
NH(POPMALMOHHON CUCTEME NEepCOHarnbHbIX OaHHbIX U (MNKM) B pes3ynbTaTe KOTOpbIX
YHUUTOXAKTCA MatepuanbHble HOCUTENN NEPCOHANbHbIX AAHHbIX.

Ob6es3nnumBaHne nepcoHasrbHbIX OaHHbIX - OEUCTBUSA, B pes3ynbTaTte KOTOpbIX
CTaHOBUTCS HEBO3MOXHbIM ©6e3 KUCnonb3oBaHMs  OOMOMHUTENBHOM  WHOpMauum
onpegenutb  NPUHAANEXHOCTb MNepCoHarbHbIX AAHHbIX  KOHKPETHOMY CYyOBLEKTY
nepcoHasnbHbIX AaHHbIX.

MHdopmaumoHHas cuctemMa  nepcoHarnbHbIX  AaHHbIX —  COBOKYMHOCTb
cogepxawmxca B 6asax AaHHbIX NEepCcoHanbHbIX AaHHbIX U obecneymBaloWnX KX
06paboTKy MHPOPMALIMOHHBLIX TEXHOMOIMMI U TEXHUYECKMUX CPeACTB.

1.2. HasHa4yeHue u rnpasosasi ocHoga OOKyMeHma



Monntnka YnpaBnexwuss obpasoBaHna AgmuHuctpaumm Tanmblipckoro [onraHo-
HeHeukoro MyHuMumMnanbHOro pawnoHa (ganee — YnpaeneHue obpasoBaHus)
onpegensieT cuctemy B3rnsgoB  Ha o npobnemy  obecnedeHuss  6e3omacHOCTU
nepcoHanbHbIX AaHHbIX W npeacTaBnaeTr cobon CUCTEMaTU3MPOBAHHOE W3MNOXEHUe
uenenm n 3agady 3awWuTbl, KAaK OAHO WM HECKOSMbKO MpaBui, npouenyp, NpPakTM4eckmx
NPMEMOB U PYKOBOOALWMX MPUHUMNOB B 006Mactm WHGOpMauMoHHOW ©e3onacHOCTH,
KOTOpPbIMM PYKOBOACTBYETCS YnpasneHne obpasoBaHMs B CBOEW OEATENbHOCTU, a
TaKke OCHOBHbIX MPUHLMMNOB MOCTPOEHUS OpPraHU3auMOHHbIX, TEXHOMOMMYECKUX |
npoueaypHbIX acnekToB obecnevyeHns 6€30nacHOCTU NEePCOHANbHbIX AAHHbIX.

3akoHogaTeNnbHOM OCHOBOM HacTosALen MNonMTukn aBnNaTCA:

. KoHcTutyums Poccuinckon denepaumn,

o depepanbHbIn 3akoH oT 10.06.1992 Ne3266-1 «O6 obpazoBaHuny,

o depnepanbHbIn 3aKoH OT 29.12.2012 Ne273-®3 «O6 obpasoBaHum B Poccuimnckon
depepaunn», BcTynawowmm B cuny ¢ 1 ceHtabpsa 2013 roaa,

° "paxgaHcknin, YronoBHbIN U TpyaoBOW KOOEKCHI,

. depepanbHbin 3akoH oT 27.07.2006 Ne 152-03 «O nepcoHanbHbIX aHHbIXY,

. MocTtaHoBneHne [MpaButenbctBa Poccuinickon depepaumm ot 01.11.2012 Ney

1119 «O6 yTBepxaeHun TpeboBaHWI K 3alimMTe NEPCOHanbHbIX AAHHbBIX NPU KX
obpaboTke B MHPOPMALMOHHBLIX CUCTEMAaX NepPCOHaNbHbIX AaHHbLIXY,

. MocTtaHoBneHue lNpaButenbctBa Poccuickon ®epepaumm ot 21.03.2012 Ne 211
«O6 yTBEPXAEHUN NEPeYHa Mep, HanpasfeHHbIX Ha obecnevyeHne BbIMOSIHEHUS
o6s3aHHOCTEN, nNpeaycMOTpeHHbIX PeaepanbHbiM 3akoHOM «O nepcoHanbHbIX
AAHHBIX».

o Mpukas GCTIK Poccun ot 05.02.2010 Ne 58 «OO6 yTBEPXKAEHMM MOMOXKEHUS O
mMeTodax M cnocobax 3awuTbl MHGOpMauUM M MHGOPMALMOHHBIX CUCTEMAaXx
nepcoHarnbHbIX AaHHbIXY», NMMCbMO dPefepanbHOro areHTcTea No 0bpasoBaHUo OT
29.07.2009 Ne 17-110 « O6 obecneyeHnmn 3awmTbl NEPCOHANbHBIX AAHHbBIXY,

o lMocTtaHoBneHue lNpaButensctBa Poccuickon ®epepaumm ot 15.09.2008 Ne 687
«O6 ocobeHHOCTsAX 06paboTKM NepcoHarnbHbIX OaHHbIX, ocyllecTBnsiemon 6e3
NCNonb30BaHMsA CPeACcTB aBTOMaTM3aummy,

o OpraHM3auuoHHO - pacnopsaauTenbHble  OOKYMEHTbl, pernameHTupytowme
opraHumsaumio  paboT no 3awmTte  KOH(MAeHuManbHOM  WHoOpMaUun u
nepcoHanbHbIX AaHHbIX B YNpaBneHun obpasoBaHus.

Wcnonb3oBaHne paHHOM [lonUTUMKM B KayecTBe OCHOBblI AN MNOCTPOEHUA
KOMMJIEKCHON CUCTEMbl MHGOPMAaLMOHHOM 6e30MacHOCTM MNepcoHanbHbIX AaHHbIX
Ynpasnenunsa obpaszoBaHnsa NO3BONIMT ONTUMM3NPOBATL 3aTpaTbl HA €e NOCTPOEHUe.

Mpn paspaboTtke [MONUTUKM Y4YMTBLIBANNCbL OCHOBHbIE MNPUHUUMNBI CO34aHUA
KOMMMEKCHbIX cucteMm obecneyeHnss 6e30macHOCTU MHAOPMaUUW, XapakKTePUCTUKU U
BO3MOXHOCTU OpPraHn3aumoOHHO-TEXHUYECKMX METOAOB M COBPEMEHHbLIX annapaTHoO -
NPOrpaMMHbIX CPEeACTB  3aluTbl M NPOTUBOAENCTBUSA  yrpo3am ©esonacHoCTu
NHopMaLnu.

OcHoBHble nonoxeHus onuTukn 6asnpyroTcs Ha KayeCTBEHHOM OCMbICIIEHUM
BOMpOCOB ©6e30nacHOCTM UHOPMaLMKM U He 3aTparvBatoT BONPOCOB 3KOHOMMUYECKOTO
(KONMMYEeCTBEHHOrO) aHanM3a pUckoB M 060CHOBaHUS HEOBXOAMMLIX 3aTpaT Ha 3awumTy
MHopMaLnu.

2. OB BbEKTbI SAWLNTbI

OcHOBHbIMM 0ObBbekTamum cuctembl 6e30MacHOCTM NEepPCOHanbHbIX [aHHbIX B
YnpasneHunn obpasoBaHWA W MNOABEAOMCTBEHHbIX OOpasoBaTenbHbIX YYpeXOeHUAX
ABNAKTCA:



- MHQOPMAUMOHHbIE pPecypcbl C OrpaHWYeHHbIM [OCTYNOM, COAepXXalune
nepcoHanbHble AaHHbIE;

- npoueccbl 06paboTkM NepcoHanbHbIX AaHHbIX B MHGOPMALUMOHHOW CUCTEME
NnepcoHanbHbIX AaHHbIX YNpaBneHusi obpa3oBaHus, ob6pasoBaTerNbHbIX YYpeXaeHUN,
WH(POPMALMOHHbIE TEXHOMOrMM, pernameHTsl U npouenypbl cbopa, obpaboTku,
XpaHeHUss n nepefdayv WHGOPMaLMK, NepcoHan pa3paboTyMKOB M Monb3oBaTenew
CUCTEMbI U ee 0OCNyXMBAKLLUIA NepcoHar;

- MHGOpPMaLMOHHasA WHMPACTPYKTypa, BK4YarowWwas cuctembl 00paboTkn u
aHanu3a WHdopmMauMK, TexXHUYECKMe W nporpaMMmHble cpeactBa ee 06paboTku,
nepefayn u oTobpaxeHws, B TOM 4uCne KaHanbl MH(OPMaUMOHHOIO OOMeHa U
TENEeKOMMYHMKaLUMM, CUCTEMbl U CpeacTBa  3alnTbl  MHGOPMaLMKM, OOBLEKTbI W
NMOMELLEeHNsi, B KOTOPbIX pacrofioXeHbl TexXHU4Yeckne cpefctea 0b6paboTku
NepcoHarnbHbIX JaHHbIX.

3. UENM " 3AOAYN OBECTEYEHNA BE3OMNACHOCTW MNMEPCOHAJIbHbIX
OAHHbIX

3.1. MHmepecbl 3ampazausaemMbix cybbeKkmoa UHhOopMalyUOHHbIX OMHOWeHUU

Cyb6bektamn WH(OPMALMNOHHBIX OTHOLIEHMN npu obecneyeHun GesonacHOCTU
nepcoHanbHbIX AaHHbIX YnpasneHns obpasoBaHns ABNSAIOTCS:

- YnpaBneHue obpa3oBaHus, Kak COBCTBEHHMK MHPOPMALMOHHbIX PECYPCOB;

- PYKOBOACTBO W COTPYOHUKM YnpasneHns obpasoBaHWsA, B COOTBETCTBMM C
BO3MOXEHHBIMWN Ha HUX (PYHKUMSMN;

- yyawuecs obuieobpasoBaTeribHbIX yYpEeXaeHUA U BOCNUTAHHUKN OOLIKOMbHbIX
obpasoBaTenbHbIX  YYPEXOEHUW,  yyalimecs  yYpeXaeHuh  OOMONHUTENbHOro
obpasoBaHus;

- rpaxgaHe, obpawamowmeca B YnpaeneHve obpasoBaHWs MO BOMpocam,
OTHOCALLUMMCS K KOMNeTeHUMn YnpasneHns obpasoBaHus.

MepeyncneHHble CyOBbEKTbI MHOPMALMOHHBIX OTHOLLUEHUI 3aMHTEPECOBaHbI B
obecneyeHunn:

- CBOEBPEMEHHOro [0CTyna K HeobXxoAuMbIM UM MNepCoHarnbHbIM AaHHbIM (MX
OOCTYMNHOCTK);

- OOCTOBEPHOCTU  (MOSMHOTbI, TOYHOCTW, aAEKBATHOCTW,  LENIOCTHOCTW)
nepcoHanbHbIX AaHHbIX;

- KOH(pnaeHUManbLHOCTU (COXpaHeHUs B TarHe) NepCcoHarnbHbIX aHHbIX;

- 3aWMTbl OT HaBA3bIBAHUA WM JIOXKHbIX (HEOAOCTOBEPHbIX, WCKaXeHHbIX)
nepCcoHanbHbIX AAHHbIX;

- pasrpaHnYyeHnsi OTBETCTBEHHOCTW 3a HapylleHus uxX npasB (MHTEpPecoB) U
yCTaHOBMEHHbIX NpaBun obpalleHnsa ¢ nepcoHanbHbIMU AaHHBIMW;

- BO3MOXHOCTW OCYLLECTBIIEHUS HENPEpPbIBHOrO KOHTPONA W  yhnpaBrieHus
npoueccammn o6paboTkM 1 Nnepegayn NepcoHarnbHbIX OaHHbIX;

- 3aLMTbl NepCoHarbHbIX AAaHHbIX OT HE3AaKOHHOMO pacnpoCTpPaHEHWUS.

3.2. enu 3awumei

OcHOBHOW Uernblo, Ha [OOCTUMXEHWE KOTOPOM HanpasfieHbl BCE MONOXEeHUSs
HacToswen MonuTtukn, sBnsieTcs 3awmta CyObekToB MHMOPMALMOHHBIX OTHOLUEHWUN
YnpaBneHnsa obpas3oBaHWA OT BO3MOXHOMO HAHECEHUs WM  MaTepuanbHOro,
dM3mMyeckoro, MoparnbHOro wunuM wuHoro yuwepba, NOCPEACTBOM CryyYyanHOro wnu
npegHaMepeHHOro BO3AEeNCTBUA Ha MEepCOoHarnbHble OaHHbIE, X HOCUTENWU, NPOLECCHI
0bpaboTkun 1 nepegaymn.

YKasaHHass uUenb [JoCTUraeTcs nocpeacTBom obecnedyeHnss u  NOCTOSIHHOro
nogaepXXaHus cnegyoLwmnx CBOUCTB NePCoHarbHbIX AaHHbIX:



- [OOCTYNHOCTM MNepcoHasnbHbIX [JaHHbIX Ans  feranbHbIX Mofnb3oBaTenen
(ycToMumBOro  (pyHKUMOHMPOBAHNA  MHGOPMALMOHHBIX ~ CUCTEM  YNpaBneHus
obpa3oBaHnda, NpyM KOTOPOM MOMb30OBATENM WUMEKT BO3MOXHOCTb  MOMyYeHUs
Heobxo4MMbIX NepcoHaribHbIX AaHHbIX U pe3ynbTaToB pelleHus 3adad 3a npuemnemoe
OIS HUX Bpems);

- LeNOCTHOCTU U ayTEeHTUYHOCTU (MOATBEpPXAEeHMEe aBTOPCTBa) MEepPCOHarbHbIX
AaHHbIX, XpaHUMbIX U obpabaTbiBaeMbiX B MHAPOPMALMOHHBLIX CUCTEMAX YnpaBneHus
obpa3oBaHug 1 NepefaBaeMoun No KaHanam CBA3W;

- KOHUAEHUMANbHOCTU - COXpPaHeHUs B TauWHe OonpegeneHHoM YacTu
NepcoHanbHbIX AaHHbIX, XpaHUMbIX, obpabaTbiBaeMbIX U nepefaBaeMbiX N0 KaHanam
CBSA3N.

Heobxoanmbii ypoBEHb AOCTYMHOCTW, LIENOCTHOCTU M KOHUAEHUMANbHOCTM
nepcoHanbHbIX AaHHbIX obecneymBaeTCs COOTBETCTBYHOLUMMM MHOXECTBY 3HAYMMbIX
yrpo3 mMetogamu u cpeacrsamu.

3.3. OcHosHble 3adadyu cucmembl obecriedeHusi be3ornacHocmu rnepCcoHasibHbIX
OaHHbIX

[ns [OCTUXKEHUS OCHOBHOW LIENU 3aliunTbl U obecneyeHns ykasaHHbIX CBOMCTB
nepcoHanbHbiX [OaHHbIX cucteMa obecnedeHns WuHgopmaunoHHon ©Ge3onacHOCTH
YnpaBneHna obpasoBaHuMst OofmkHa — obecneumBaTtb  A(ppeKkTMBHOE  pelueHne
cnegyoownx 3agaud:

- CBOEBPEMEHHOE BbISIBIIEHME, OLEHKa W NPOrHO3MpPOBaHUE MCTOYHUKOB Yrpo3
NHpopmaunoHHon 6e30MacHOCTU, MPUYUH U YCITOBWUA, CNOCOBCTBYIOLLMX HaHECEHMUIO
ywepba 3anHTepecoBaHHbIM CybbekTam MHPOPMAaLUMOHHbLIX OTHOLLEHWUIW, HapyLUEeHWUIo
HOPManbHOroO  OYHKUMOHUPOBAHUS  MH(POPMALMOHHBLIX  CUCTEM  YNpaBneHus
obpasoBaHus;

- cO3[aHMe MexaHuM3Ma onepaTMBHOrO pearmpoBaHus Ha yrposbl 6e3onacHoCTU
MHpopMaLUNN N HeraTUBHbIE TEHAEHLNN;

- cO3faHue yCcrnoBuMr ANs MUHAUMMU3aUUW M NoKanusauum HaHocuMmoro yuiepba
HenpaBoOMepHbIMU  AEUCTBUSAMU  (PU3MYECKMX W HOpUMAMYECKUX nuud, ocrnabneHue
HEeraTMBHOIMO BAWSIHUA W  NUKBMOALMA NOCNeACTBMMA  HapylleHus ©Ge3onacHoCTu
NHdopMaLny;

- 3aWmMTy OT BMeLaTenbCTBa B Npouecc PYHKUMOHUPOBAHUA MHAPOPMAaLMOHHbIX
cuctem YnpasneHus obpasoBaHWUs MOCTOPOHHMX NUL, (JOCTYN K WH(OPMaLMOHHBIM
pecypcaMm [LOMMKHbl UMETb TOSMbKO 3aperncTpupoBaHHble B YCTAHOBSIEHHOM nopsigke
nonb3oBaTenu);

- pasrpaHuMyeHue JocTyna nosib3oBaTernien K MHPOPMaUUOHHLIM, annapaTHbIM,
NporpaMMHbLIM M MHBIM pecypcaM YnpasreHus obpasoBaHus (BO3MOXHOCTb [OCTyna
TONbKO K TEM pecypcaM W BbIMOMIHEHUA TOSMbKO TeX ornepaumm C HUMKU, KOTopble
HeobXxo4MMbl KOHKPETHbIM MoNib3oBatensaM AN  BbINOSIHEHUS CBOMX CRYXeOHbIX
06a3aHHOCTEN), TO €CTb 3aLUNTy OT HECAHKLNOHNPOBAHHOIO JOCTYNa;

- obecnevyeHne  ayTeHTUdMKauMW  Nonb3oBaTenen,  yyacTBywLWMUX B
NHopmaLnoHHOM oBMeHe (noaTBepPXAEeHNE NOASIMHHOCTM OTNPaBUTENA U Nonyvatens
MHopMaLnn);

- 3aWwuTy OT HEeCaHKUMOHUPOBAHHOM MoAMMUKAUUW  UCMONb3yeMbiX B
MH(POPMALMOHHBIX cucTemax YnpasneHuss obpa3oBaHWA MPOrpaMMHbIX CpPeacTB, a
TaKkke 3alnTy CUCTEMbl OT BHEAPEHUS HeCaHKUMOHWPOBAHHbLIX MporpamMm, BKMOYas
KOMMbIOTEPHbIE BUPYChI;

- 3aWmMTy MHOPMALMM OrpaHUYEHHOro NOJSIb30BAHUSA OT YTEYKU MO TEXHUYECKNM
KaHanam npu ee obpaboTke, XxpaHeHUn 1 nepegaye no KaHanam CBA3MW.

3.4. OcHo8HbIe rnymu peweHusi 3aday cucmeMabl 3auums|



NocTaBneHHbI



- UCKNIOYEHME KOHM(INKTA MHTEPECOB;

- B3anMOeNCTBME U COTPYOHNYECTBO;

- TMBKOCTb CUCTEMbI 3aLLUMNThI;

- OTKPbITOCTb anropuTMOB U MEXaHU3MOB 3aLUNTHI;
- IPOCTOTa NPUMEHEHMNSA CPEACTB 3aLMUThI;

- 000CHOBAHHOCTb U TEXHUYECKAs peanm3yemMocCTb;
- cneyunanuaauusa n npoeccnoHanmam;

- 0653aTENBHOCTb KOHTPONA.

4.1. 3akoHHOCMb

lMpeanonaraeT oCyLWeCTBNEHNE 3ALLUUTHBIX MEPOMNPUSATUI U pa3paboTKy CUCTEMDI
6e3onacHOCTM NepcoHanbHbIX AaHHbIX YnpasneHnem obpasoBaHUA B COOTBETCTBUM C
AENCTBYIOLMM 3aKoHOAATENbCTBOM B 0OMnacTn 3awmTbl NEepCOHarnbHbIX AaHHbIX, a
TaKke [ApyrMx 3akoHogaTenbHblX akToB no 6esonacHocTn WHpopmauun PO, ¢
NPUMEHEHNEM BCEX [OO3BOSIEHHbIX METOA0B  OOHapyXeHus U1 npecedeHus
npaBoHapylweHnn npu pabote € nepcoHanbHbiMU AaHHbIMW. [lpuHATBIE Mepbl
6e30nacHOCTM MepcoHanbHbIX [OaHHbIX He OOfKHbl  MPenAaTcTBOBaTb  OOCTYMy
NPaBOOXPaHUTENbHbIX OPraHOB B NPeayCMOTPEHHbIX 3aKOHOA4aTeNbCTBOM cry4vasx. Bece
nonb3oBaTeNn MHPOPMALMOHHBLIX CUCTEM YnpaBneHus obpas3oBaHWs AOMKHbI UMETb
npeacraBneHne o6 OTBETCTBEHHOCTW 3a nNpaBoOHapyleHust B obnactm obpaboTku
nepcoHasnbHbIX AaHHbIX.

4.2. CucmemMHOCMb

CucteMHbIn  nogxod K MNOCTPOEHWO CUCTEMbI 3aliuTbl  MHOpMaLMM B
YnpasneHnn  obpasoBaHua  npeanonaraeT  y4eT  BCEX  B3aMMOCBA3aHHbIX,
B3aUMOLENCTBYIOLLMX U U3MEHSAIOLLMXCA BO BPEMEHN 3NIEMEHTOB, YCNOBUI N (0aKTOPOB,
3Ha4YMMbIX ONs NOHUMaHUA W peweHna npobnembl obecneveHns 6Ge3o0nMacHOCTU
nepcoHarnbHbIX AaHHbIX.

Mpun co3gaHumn cMcTeMbl 3alUmThl AOSMKHbI yYUTbIBATLCA BCe cnabble n Hanbonee
ysA3BUMblE MecTa WH(OPMaUUOHHbIX cucTeM YnpasneHus obpasoBaHus, a Takxe
Xapaktep, BO3MOXHble OOBLEKTbl W HanpaBneHWa aTak Ha Hee CO CTOPOHbI
HapywmnTenen (0CoO6eHHO BbICOKOKBANUMULMPOBAHHBLIX 3510yMbILLMIEHHNKOB). Cuctema
3aWnTbl JOIMKHA CTPOUTBCSA C YY4ETOM He TOMbKO BCEX W3BECTHbIX KaHasoB
MPOHUKHOBEHNS U HECAHKLUMOHWPOBAHHOIO AO0CTyna K MHGOpMauuMuM, HO U C y4eTOM
BO3MOXHOCTU  MOSABMAEHUS MPUHUMNMANbHO HOBbLIX NyTenW peanu3aumm  yrpos
B6esonacHocTw.

4.3. KomrnekcHocms

KomnnekcHoe wucnonb3oBaHMe METOAOB W CPeACTB 3awuTbl KOMMbHOTEPHbIX
cucTteMm npegnonaraer CcorfacoBaHHoOe MNpUMEHEHWEe pPasHOPOAHbLIX CpeacTB npu
NOCTPOEHUN LIENOCTHOM CUCTEMbI 3aliuTbl, MNepeKpbiBalolen BCe CyLeCTBEHHbIe
(3Ha4YMMmble) KaHanbl peanu3auuu yrpo3 U He cogepkallen crnabblXx MecT Ha CTblKax
OTOENbHbIX €€ KOMMOHeHTOB. BHewHss 3awuTta pomkHa  obecneynBaTtbhbes
J13MYecKkMMun cpeacTsaMmm, opraHM3aLMoOHHbBIMU U NMPaBOBbLIMU MEpPaMN.

4.4. HenpepbisHoCMb 3awjumsl

Obecne4yeHne ©e3onacHocTu nepcoHanbHbIX JaHHbIX - npouecc,
OCYLLIECTBNSAEMbI PYKOBOACTBOM YnpaBneHuss o6pas3oBaHus, agMUHUCTpaTopammu
6e3onacHOCTM MHMOPMALMOHHBIX CUCTEM W COTPYAHMKAMW BCEX YPOBHEW. JTO He
TONMbKO W He CTONMbKO Mpouedypa Wnu nonuTuKa, KOTOpas OCyLIeCcTBAsSeTCca B
onpeaenieHHbI OTPE30K BPEMEHW WU COBOKYMHOCTb CPEACTB 3alUmTbl, CKONbKO
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npouecc, KOTOpbIN OOMMKEeH MOCTOSIHHO MATU Ha BCEX YPOBHAX BHYTPWU YNpaBneHus
obpa3oBaHNa N Kaxabli COTPYAHWK YrnpaBneHus obpasoBaHWUs OOSMDKEH MPUHUMAaTb
yyactme B 3TOM npouecce. [eatenbHocTb no obecneyeHnio MHPOPMAaLMOHHON
6e30nacHOCTU SABASETCA COCTaBHOW YacTbi NOBCEAHEBHOWN OEATENBHOCTU YNpaBneHus
obpasoBaHuna. 1 ee apHeKTMBHOCTbL 3aBUCUT OT y4acTuUsi pyKOBOACTBA YNpaBneHus
obpasoBaHna B obecnevyeHun unHGPOPMaAUNOHHOM 6e30nNacHOCTM NepCOoHanbHbIX
OaHHbIX.

Kpome TOro, 60MnbLIMHCTBY (PU3NYECKUX U TEXHUYECKUX CPpencCTB 3aliuTbl And
3PP EKTUBHOIO BbINOSTHEHUSA CBOMX YyHKLMA Heobxoguma NOCTOSIHHasA
opraHuMsaunoHHas (agMuMHUCTpaTMBHAasl) nogaepXka (CBOeBpeMeHHass CMeHa U
obecneyeHne  nNpPaBWMIBHOMO  XPaHEHMS M MPUMEHEHUST  MMEH,  naponewm,
nepeonpeaeneHye noTHOMOYMM 1 T.1.).

MepepbiBol B paboTe cpeacts  3awntbl  MOryT ObiTb  MCMONb30BaHbI
3M0yMbILMEHHMKaMX A1 aHanu3a npuMeHsieMblX MeTOAOB M CPeacTB 3aluTbl, AN
BHeJpeHUs cneumanbHbIX NporpaMMHbIX M annapaTHbIX "3aknagok" v Opyrnx cpeacTs
NpeoaoNneHns 3amThl.

4.5. CeoegpeMeHHOCMb

MpegnonaraeT ynpexgawowun xapaktep mep obecneveHns 6e3onacHoOCTH
NepcoHanbHbIX [aHHbIX, TO €CTb MOCTAHOBKY 3ada4y Mo KOMMMEKCHOW 3aliuTte
nepcoHanbHbIX OaHHbIX W peanu3aumio  Mep obecneyeHuss 6e3onacHOCTU
NepcoHanbHbIX JaHHbIX Ha paHHUX cTaguax paspaboTkM MH(OPMAUNOHHBIX CUCTEM B
LeSIOM M UX CUCTEM 3aLLMTbl, B YACTHOCTW.

PaspaboTka cuctembl 3awimThbl OMKHA BECTUCH NapannenbHo ¢ pa3paboTkon u
pasBuTMEM camMoMu 3aluaeMon UHPOPMAaLMOHHON CUCTEMbI. JTO MO3BOSIUT YYecTb
TpeboBaHua 6e30MacHOCTU NMpU NPOEKTUPOBAHUU apXUTEKTYPbl U, B KOHEYHOM CYeTe,
co3patb 6Gonee addeKkTMBHbIE (Kak MO 3aTtpaTtaM pPecypcoB, Tak U MO CTOMKOCTM)
cucTeMbl, obragaroLuime 4OCTaTOMHbIM YPOBHEM 3aLUULLEHHOCTH,

4.6. [lpbeemcmeeHHOCMb U cogepweHcmeaogaHue

lMpegnonaraet MNOCTOSAHHOE COBEPLUEHCTBOBaAHWE Mep W CpeactB  3aluuTbl
NepcoHanbHbIX [aHHbIX Ha OCHOBE MPEEeMCTBEHHOCTU  OpraHM3auuoOHHbIX U
TEXHUYECKUX  pelueHWn, KagpoBOro CoCTaBa, aHanmMsa  (YyHKLMOHMPOBAHUA
MHPOPMALMOHHBIX CUCTEM YnpaBneHna obpa3oBaHMs U CUCTEMbI €€ 3alUnTbl C y4EeTOM
M3MEHeHUn B MeTodax W cpeacrtBax nepexesaTa WHGOPMauuW, HOPMATUBHBIX
TpeboBaHUN No 3awmTe, JOCTUrHYTOro OTEYECTBEHHOIrO N 3apybexXHOro onbitTa B 3TOW
obnactn.

4.7. PazymHas docmamo4YyHOCmb (3KOHOMUYecKas yesiecoobpasHocms)

MpegnonaraeT COOTBETCTBME YPOBHA 3aTpaT Ha obecneveHne Ge3onacHOCTU
NMepCcoHanbHbIX OAHHbIX LEHHOCTU WMH(OPMALUMOHHBIX PECYpCoOB W  BENUYUHE
BO3MOXHOTO yulepba oT UX pasrnalwleHus, yTpaThbl, YTEYKN, YHUUTOXEHUS N UCKAKEHNS.

Ncnonb3yemble Mepbl n cpeactBa  obecnedveHus 6e3onacHocTH
MHOPMALMNOHHBIX PECYpPCOB He [OOSMKHbl  3aMEeTHO yXyAwaTtb 3proHOMuYecKue
nokaszatenu paboTbl  KOMMOHEHTOB  MH(OPMAaUMOHHbIX cucTeM  YNpaBneHus
obpasoBaHus.  MNanuwHue  mepbl  6e3onacHOCTW,  MOMWMO  SKOHOMUYECKOM
Hea(pPeKTUBHOCTU, NPUBOAAT K YTOMIEHMUIO U pasapaXKeHno nepcoHana.

Cos3gatb abConMTHO HENpeodonMMYK CUCTEMY  3alMTbl  MPUHLMMIMANBHO
HeBO3MOXHO. [loka nepcoHanbHble AaHHble HaxoAdATCcs B obpalleHuun, npuHMMaemble
Mepbl MOFyT TOMbKO CHW3WUTb BEPOATHOCTb HEraTMBHbIX BO3OEWCTBMN MnM yuiepb oT
HUX, HO HE WCKIMIOYUTb WX MONHOCTbI. [py JOCTAaTOMHOM KOMMYECTBE BPEMEHMU U
CpeacTB  BO3MOXHO npeogonetb nwobywo  3awmty. [loaTomy umeeT cCMbich



paccmaTtpmMBaTb HEKOTOPbIN MNpUEMNEMbIN ypoBeHb obecnedeHnss 6e30nacHOCTMW.
BbicokoadhdpekTnBHAA cuctema 3awuTbl CTOMT [OpOro, wucnonb3yet npu paboTte
CYLLECTBEHHYI0O 4YacTb PECYPCOB M MOXET cOo34aBaTb OLYTUMblE AOMOMHUTENbHbIE
HeygobcTBa nonb3oBaTensMm. BaxHO npaBunbHO BblbpaTb TOT AOCTATOYHLIM YPOBEHb
3aWwnTbl, NpM KOTOPOM 3aTpaTbl, PUCK KU pas3Mep BO3MOXHOro yuiepba 6binn Obl
npuemMnemMbiMN.

4.8. lNepcoHanbHass omeemcmeeHHOCMb

MpeanonaraeT BO3MNOXEHWE OTBETCTBEHHOCTW 3a obecneyeHne 6e3onacHOCTU
NepcoHarnbHbIX AAHHbLIX K CUCTEMbI X 06pPabOTKN Ha KaXXOOro COTPyAHMKA B npegenax
ero nosiHoMouYmn. B COOTBETCTBMM C 3TMM MNPUHUMNOM pacnpeneneHve npas U
00s13aHHOCTEN COTPYOHMKOB CTPOUTCS Takum obpasom, 4Tobbl B crniydyae nwboro
HapyLUEeHWs KPYr BUHOBHMKOB Oblfl YETKO M3BECTEH UM CBEAEH K MUHUMYMY.

4.9. MuHumu3auyusi nosiHomoYuu

OsHavaeT npeagocTaBneHve Nofb3oBaTeNndaM MUHMManbHbIX NpaB AocTyna B
COOTBETCTBUM CO crniyxebHon HeobxogumocTbio. [ocTyn K nepcoHanbHbIM [aHHbIM
OOSDKEH NPeaoCTaBNATbCS TOMbKO B TOM cinydyae M obbeme, ecnu 310 Heobxoaumo
COTPYAHUKY ONS BbINOMHEHUSA €ro JOIMKHOCTHBIX 00513aHHOCTEN.

4.10. UcknroyeHue KoHghrukma uHmepecos (pasdernieHue yHkyul)

OihbekTnBHas cuctema obecneyeHus MHGOpMaumoHHoM  6He3onacHoOCTU
npegnonaraetT 4eTkoe pasgeneHne ob6s3aHHOCTEN COTPYAHUMKOB W UCKIHOYEHWe
cutyaumn, korga cdepa OTBETCTBEHHOCTU COTPYAHUMKOB OOMNycKaeT KOHJQMUKT
nHtepecoB. Cdoepbl  MOTEHUManbHbIX  KOHMMMKTOB  OOSMDKHblI  BbISBNATHCS,
MUHUMU3NPOBATLCH, W HaxoAUTbCA NO4 CTPOrMM  HE3aBUCUMMbIM  KOHTPOSiEM.
Peanusauna gaHHoro npuHuuna npegnonaraeTt, YTO HWM OAMH COTPYOHUK He OOSIKeH
MMETb MOSTHOMOYMIA, MO3BONAWINX €My eOUVHONMUYHO OCYLLECTBIIATbL BbIMOSHEHNE
KPUTUYHBIX onepauun. HageneHue CcOTPYAHWKOB MNOSIHOMOYUAMM, MNOPOXAAKOLWMMU
KOH(NUKT WHTepecoB, AaeT eMy BO3MOXHOCTb MO4TacoBbiBaTb WHGOpMauuio B
KOPBICTHbIX LUensax unn ¢ Tem, 4tobbl CKpbITb NPOBnembl UM NOHECEHHbIe YObITKW. Ons
CHWXEHUSI pUCKa MaHUMYNMPOBaHMUS MepCOHanNbHbIMU OaHHbBIMU W PUCKA XULLEHUS,
Takue MOMHOMOYMSA OO0SDKHbI B MakCUMarnbHO BO3MOXHOW cTerneHn ObiTb pasgeneHbl
MEeXAy pasnnYHbIMU COTPYAHMKaMK N nogpasgeneHnamm YnpasneHust o0bpasoBaHus.
Heobxoaumo npoBoauTb Mepuoandeckue npoBepkun o06A3aHHOCTEN, QYHKUMA W
OEATENbHOCTU COTPYAHMKOB, BbIMOMHSAOWMNX KtoveBble PYHKLNN, C TEM, YTOObI OHU He
MMeSiIM BO3MOXHOCTU CKpbIBaTb COBEPLUEHME HENpaBOMEpPHbIX AencTBun. Kpome Toro,
HeobxooMMO NpuvHMMaThL CchneunanbHble Mepbl MO HEAOMYLUEHUIO CroBopa MeXay
COTPYOHUKaMW.

4.11. Bzaumodelicmeue u compyOHU4ecmaeo

Mpegnonaraet cos3gaHve OGnaronpusaTHOM atmocdepbl B KOMNEKTUBE
YnpaBneHua obpasoBaHud. B Takon o06CTaHOBKE COTPYOHUKM AOSHKHbI OCO3HAHHO
cobniogaTb YCTaHOBIIEHHblE MpaBua W OKasblBaTb COOENCTBUE LEeATENbHOCTU
agMUHUCTpaToOpoB Be30nacHOCTY NHPOPMALIMOHHBLIX CUCTEM NEePCOHarbHbIX JaHHbIX.

BaxHbiM anemeHTOM 3dpekTMBHOM cucTembl obecnedeHnss ©6e3onacHOCTH
nepcoHanbHbiX AaHHbIX YnpaBrneHuem o6pasoBaHUsA SABMSETCA BbiCOKas KynbTypa
pabotbl € WHpopmauuwen. PykoBoactBO YnpaeneHuss obpasoBaHus  HeceT
OTBETCTBEHHOCTb 3@ CTporoe cobniogeHne 3TUYECKUX HOpM W CTaHOapToB
npogeccnoHanbHOM  OEATENbHOCTM,  MOAYEpKMBaKOWEn U OEeMOHCTPUpPYoLLEen
nepcoHany Ha BCeX YPOBHSIX BaXXHOCTb obecrneyeHns nHpopmaLMoHHON B6e3onacHoCTH
YnpasneHnem ob6pasoBaHus. Bce coTpyaHuku YnpasneHuss obpasoBaHUA LOMKHbI



MOHMMaTb CBOK poOfib B npouecce obecneyeHnss MHPOPMaLMOHHOW Be3onacHOCTU U
NpYHMMAaTh y4yacTue B 9TOM npoLecce.

HecmoTpa Ha TO, 4TO BbICOKas KynbTypa obecneyeHnsa WHgpOopMaunoHHOM
6e3onacHOCTM He rapaHTMpyeT aBTOMaTUYeCcKOro AOCTUXKEHUS Lenen, ee OTCyTCTBUE
co3gaet 6onblue BO3MOXHOCTEN ANA HapylweHnst 6e30nacHOCTM UM He OBHapyXXeHus
¢baKToB ee HapyLleHu4.

4.12. [ubkocmb cucmemsbl 3aUiUumasl

Cuctema obecneyeHuss unHMOpMaUMOHHON ©e3onacHOCTM OOfmkHa ObITb
cnocobHa pearMpoBaTb Ha U3MEHEHUs BHELWHEWN cpefbl U YCNOBUN OCYLLECTBIEHUS
YnpaBneHnem obpasoBaHusa CBOEN AEATENBHOCTU. B 4ncno Taknx M3MeHeHUn BXOAAT:

- MU3MEHEHUs OpraHM3auuMoHHOW W  LWTATHOW  CTPYKTypbl  YnpaBneHus
obpasoBaHus;

- W3MEHEHMEe CYLLUECTBYWOLWMX WU BHEAPEHWEe MNpUHUMNUANBHO HOBbIX
MHAPOPMALIMOHHLIX CUCTEM;

- HOBble TEXHMYECKME CpeaCcTBa.

CBonctBo rMBKoCcTU cucteMbl obecrneyeHuss MHpopMauMoHHONM 6Ge3onacHOCTU
n3baBnseT B TakMX CUTyauMsiX OT HEOOXOAMMOCTU MPUHATUS KapAuvHambHbIX Mep Mo
MOMIHOW 3amMeHe CpeacTB M MEeToOOB 3alumTbl Ha HOBbIE, YTO CHWXaeT ee o6Lyto
CTOUMOCTb.

4.13. OmKpbIMocmb ani2opummos U MexaHuU3mMo8 3auiumal

CyTb npuvHUMNA OTKPbITOCTM anropuTMOB M MEXaHNU3MOB 3aLLMTbl COCTOUT B TOM,
4YTO 3awmTa He AormkHa obecnedmBaTbCHA TOMBbKO 3a CYET CEKPETHOCTU CTPYKTYPHOM
opraHusauun n anroputMoB OYHKLMOHMPOBaHMA ee noacuctemM. 3HaHue anropuTMoB
paboTbl CUCTEMBI 3alUNTbl HE OOMMKHO [aBaTb BO3MOXHOCTM €€ MpeonorneHns (paxe
aBTopam). OTO, OQHAKO, HEe O3Ha4YaeT, YTO MHdopMaunsa 06 NCNOMNb3yEMbIX CUCTEMAX U
MexXaHu3Max 3auTbl JOIMKHa ObITb 00LWeaocTynHa.

4.14. [lbocmoma npumeHeHusi cpedcme 3auumal

MexaHn3mbl 1 METOAbI 3aLLMTbl AOSDKHbI ObITb MHTYUTUBHO MOHATHBI U NPOCTbI B
ncnonb3oBaHuun. MNpumeHeHne cpeacTB U METOAOB 3alUUTbl HE AOSMKHO ObiTb CBA3aHO
CO 3HaHMeM creuuanbHbIX $A3bIKOB MAW C BbINOSIHEHMEM OEWCTBUK, Tpebytowwmx
3HaYUTENbHbIX AONOSTHUTENbHbIX Tpygosartpar npwm 00bIYHON paboTe
3aperncTpupoBaHHbIX MONb3oBaTeENEn, a Takke He [OOMmKHO TpeboBaTb OT
NoNb30BaTess BbINOSTHEHUST PYTUHHBIX MasONOHATHBLIX eMY onepauuin.

4.15. ObocHoBaHHOCMb U MexXHUYeckKas peasu3yemMocms

MHdopMaumMOHHbIE TEXHOMOrMK, TEXHUYECKMEe W nporpamMHble CpeacTsa,
cpeacTBa M Mepbl 3aWuUTbl MEPCOHANbHbIX AaHHbLIX AOMMKHbI ObiTb peanu3oBaHbl Ha
COBPEMEHHOM YPOBHE pPasBUTUA HayKM M TEXHUKN, OBOCHOBaHbI C TOYKM 3peHUs
OOCTWXKEHMS1 3aaHHOro YpPOBHS ©Ge3onacHOCTM WHopMauMmM ©n  3KOHOMMUYECKON
uenecoobpasHOCTM, a Takke AOSMKHbl COOTBETCTBOBATb YCTAHOBMEHHBbIM HOpMaM U
TpeboBaHuAM no 6e30MacHOCTN NePCOHanbHbIX AaHHbIX.

4.16. Cneyuanu3auyus u rnpogeccuoHanu3am

Mpepnonaraet npueneYeHne K pa3paboTke CpeacTB 1 peanusauum Mep 3aluTbl
nepcoHanbHbIX AaHHbIX cneumannanpoBaHHbIX opraHusauun, Hanbonee
NOArOTOBMEHHbIX K KOHKPETHOMY BMAY OeATenbHOCTU no obecneyeHuto 6es3onacHoCTu
MH(POPMALMOHHBIX ~ PEecypcoB, MMEILWMX  ONbIT  MNpakTuyeckon  paboTbl u
roCy4apCTBEHHYIO NULEH3NIO Ha NpaBo OKasaHus ycrnyr B aTonm obnactu. Peanusaums



agMUHUCTPATUBHBIX MEpP W 3KcnnyaTauusi cpeacTB 3alWmuTbl AOMKHA OCYLLECTBATLCS
npocheccroHanbHO NOArOTOBMEHHLIMU cnieLanucTaMmu YnpaeneHust obpasoBaHus.

4.17. ObsiI3amesibHOCMb KOHMPOJIs

MpeanonaraeTt 06a3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBEHNSA U NpeceyYeHns
MOMbITOK  HapylleHUs  YCTaHOBMEHHbIX npasusi, obecneyeHns ©GesonacHOCTU
nepcoHasnbHbIX [OaHHbIX, Ha OCHOBE MCMNOMb3yeMbIX CUCTEM U CPeacTB 3awuThbl
NepcoHanbHbIX [aHHbIX, MPU COBEPLUEHCTBOBAHUU KpUTEPUEB UM METOAOB OLEHKU
3(PPEKTUBHOCTN 3TUX CUCTEM U CPECTB.

KoHTponb 3a [eATenbHOCTbIO JNlobOro nonb3oBaTens, Kaxaoro cpeacTtsa
3aWnTbl 1 B OTHOLEHMN Nto6Ooro obbekTa 3amnTbl JOMMKEH OCYLLECTBATLCA HA OCHOBE
NPUMEHEHNA CPEACTB OMNepaTUBHOIO KOHTPOMSA W peructpaumm n JOfKeH oxBaTbiBaTb
KaK HeCaHKLUMOHMPOBaHHbIE, TaK U CAHKLUWOHMPOBaHHbIE AENCTBUS NoSib3oBaTenen.

Kpome TOro, addektmeHaa cucrema obecneyeHuss MHGPOPMaALMOHHOMN
6esonacHocTn TpebyeT Hanuuma ageksaTHOM M Bceobbemsniowen uHpopmaumm o
TeKyLeM COCTOSIHMM MPOLLECCOB, CBA3AHHbIX C ABWXEeHUeM MHgopmauun 1 cesegeHnn o
cobniogeHUn yCcTaHOBMEHHbIX HOPMAaTUBHBIX TpeboBaHW, a Takke AOMONMHUTENbHON
NHOPMaLNK, UMEKLLEN OTHOLWIEHME K MPUHATUIO pewleHnin. VHgopmauma aormkHa
ObITb HA4EXHOW, CBOEBPEMEHHON, LOCTYMHOW U NPaBUIIbHO 0COOPMIEHHOMN.

Hepoctatkm cuctembl  obecneyeHuss  uHdopMauuoHHon  6e3onacHoCTw,
BbISIBNEHHbIE  COTpyAHMKamMu YnpaBneHus o0pasoBaHUA [OIDKHbI  HEMEANEHHO
OOBOANTBCA A0 CBedeHus pykoBoauTens YnpasneHuss obpasoBaHUA M onepaTtuBHO
YyCTpaHATbLCA. Bonpockl, KOTOpble KaXyTCA He3HauuTenbHbIMKW, Korga oTAefbHble
npoLeccbl paccMaTpMBalOTCA U30NMPOBAHHO, NPW PAaCCMOTPEHUN UX Hapsay C ApYyruMu
acnektTamu MOryT ykasaTb Ha oTpuuaTesibHble TeHAEeHUuMW, rpossilue nepepactu B
KpYnHble HeJoCTaTKW, eCcrnv OHU He ByayT CBOEBPEMEHHO YCTPaHEHbI.

5. MEPbI, METObl N CPEACTBA OBECINEYEHVA TPEBYEMOIO YPOBHA
SAWLNTbI NHOPOPMALIMOHHBLIX PECYPCOB

5.1. Mepnbi obecriedyeHus1 uHghopmayuoHHou 6e3zornacHocmu

Bce mepbl obecneveHna 6e3onacHOCTU MHGAOPMALMOHHBIX CUCTEM YNpaBneHns
o6pa3oBaHnda NOApPa3AensATCsa Ha:

- NpaBoBbIe (3aKoHoLaTENbHbIE);

- MOparnbHO-3TUYECKUE;

- TEXHONOIMMYeCKue;

- OpraHn3aunoHHble (aAMUHUCTPATUBHBIE);

- pusmnyeckue;

- TeXHMYeckue (annapaTypHble ¥ NPOrpaMmMHbIE).

5.1.1. 3akoHogaTernbHble (NpaBOBbIe) MePbI 3aLUNUTbI

K npaBoBbIM Mepam 3alnTbl OTHOCATCA OENCTBYHOLIMNE B CTpaHe 3aKOHbI, yKasbl
M HOPMaTuMBHbIE aKTbl, pernameHTupylomne npasuna obpaleHns ¢ nepcoHasibHbIMU
AaHHbIMK, 3akpennswowme npaBa M 00653aHHOCTM YYACTHUKOB MHAOPMAaLUMOHHbIX
OTHOLLEHWI B npouecce nx obpaboTkn 1 NCNOMb30BaHWs, a Takke yCTaHaBnuaawLime
OTBETCTBEHHOCTb 3a HapylleHus 3aTux npaswun. [lpaBoBble Mepbl 3alinTbl HOCAT B
OCHOBHOM yrnpexaarwLwmin, npounakTMyecknin xapaktep wn TpebylT NOCTOSAHHOW
pas3bACHUTENbHON paboTbl C nonb3oBaTenaMun U 06CRYyXMBaKLWMM NepcoHarioMm
MHPOPMALIMOHHBIX cUCTEM YnpaBrneHus obpasoBaHus.

5.1.2. MoparnbHO-3TU4YeCKne Mepbl 3aLLnTbI
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K MopanbHO-3TU4eCKMM MepaM OTHOCHATCA HOpPMbl MOBEAEHUs, KOTopble
TPagvUMOHHO  CIIOXWUMUCL WU CKragblBalTCcAa N0 Mepe  pacnpoCTpaHeHus
MH(POPMALMOHHBIX TexHonormn B obwectBe. 3TN HOpMbl GonblUEen YacTblo He
ABNATCA 00a3aTeNbHbIMKN, KaK 3aKOHOAATEeNbHO YTBEPXAEHHbIE HOPMATUBHbLIE aKThbI,
O[HaKo, WUX HecobnAeHWe MOXeT NPUBECTU K NageHuo aBTOpUTETa, NpecTuka
yenoseka, rpynnbl vy unu YnpaseneHus obpasosBaHusa B uenomM. MopansHo-aTuyeckue
HOpMbI ObIBAIOT Kak HENUCaHble, TaK U NUCaHble, TO €CTb OPOPMIIEHHbIE B HEKOTOPbIV
ceog (yctaB) npaBun wunu npegnucaHun. MopanbHo-aTuyeckme Mepbl  3aluThbl
ABNAIOTCA NpOUNakTMYecCKumMmn u TpebyloT MNOoCTOAHHOM paboTbl NO  CO34aHUIO
3[J0pOBOro MOparibHOro KnMmaTta B KOJINeKTUBe.

5.1.3. TexHonornyeckme mepbl 3aWmThbl

K paHHOMy Buay Mep 3awmTbl OTHOCATCA pPasHOro pojda TexHorornyeckue
peLLeHnsa U NpUeMbl, OCHOBAHHbIE Ha UCNOSb30BaHUN HEKOTOPbLIX BUOOB U3OLITOYHOCTU
(CTPYKTYpHOW,  PYHKUMOHANBbHOW, WHAPOPMAUUOHHOW, BpPEMEHHOM U T.M.) W
HanpaBlieHHblE HAa YMEHbLUEHNe BO3MOXHOCTU COBEpLUEHUS COTPYAHMKaMM OLLIMOOK 1
HapyLleHu B paMkax NpeaocTaBieHHbIX UM rMpaB U MOSTHOMOYUMN.

5.1.4. OpraHusaunoHHble (agMUHUCTPATUBHbIE) Mepbl 3aLUUTbI

OpraHunszaumoHHble  (agMUHUCTPATMBHbLIE) Mepbl  3alWnuTbl - 3TO  Mepbl
OpraHM3aunoHHOro XapakTepa, perfameHTUpyrLmne npouecchbl MYHKUMOHMPOBaHUSA
cuctembl  06paboTkM MepCcoHanbHbIX  [aHHbIX, WCMNONb3OBaHWE ee pPecypcos,
AesaTenbHOCTb 06OCnyXMBaloLWero nepcoHana, a Takke MNOpsAgoK B3anMOOENCTBUSA
nonb3oBaTtenien C CUCTEMOM Takum o6pa3om, 4TOObl B Haubonbluen CTeneHu
3aTpyOHUTb UMW UCKIIOYUTL BO3MOXHOCTb peanu3auun yrpo3 6esonacHoctTu wnu
CHU3UTb pa3mep NoTepb B Criydyae ux peanunsauum.

5.2. ®opmuposaHue nonumuku 6e3ornacHocmu

MaBHas uenb agMUHUCTPATUBHBLIX Mep, MpPeanpuMHMMaeMblX Ha BbICLLEM
yrpaBfeH4YeckoM YypoBHe - cdopmupoBaTb MNONUTUKY B obrnactm obecneyvyeHus
6e3onacHOCTM nepcoHamnbHbIX  AaHHbIX  (OTpakawllyt noaxodbl K 3awuTte
nepcoHanbHbIX [aHHbIX) M obecrneynTb ee BbINOSHEHWE, Bblaenss Heobxoaumble
pecypcChbl 1 KOHTPONUPYS COCTOSIHWE Aen.

C npakTuyeckomn TOYKM 3pEHNA NONUTUKY B obnactu obecneyeHnst 6esonacHoOCTU
nepcoHanbHbIX AaHHbIX B YnpasneHun obpasoBaHusa uenecoobpasHo pas3butb Ha ABa
ypoBHSA. K BepxHeMy YpPOBHIO OTHOCSTCH peLlleHus PYKOBOACTBA, 3aTparvsaroLiune
AesaTenbHOCTb YnpaBneHus obpasoBaHuss B uenom. [lonutvka BepxXHEro YpOBHS
OOIMDKHA YeTKO O4epTUTb cdepy BMUAHUS U OrpaHUYeHus Npu onpeneneHuu ueneun
6e3onacHOCTM  MnepcoHanbHblX  [aHHbIX,  OnNpedenuTb  KakuMu  pecypcamu
(MaTepuanbHble, CTPYKTYpHblE, OpraHuM3auMOHHble) OHU OyayT OOCTUTHYTbI, U HaWTU
pasyMHbIl  KOMNPOMWUCC  Mexay npuemnemMbiM  ypoBHeM  6e3onacHoCcTM U
PYHKLMOHAIbHOCTLHO.

MonnTrka HWXKHEro ypoBHS, onpegensieT npouenypbl, U NpaBuna AOCTUXKEHUSA
uenen u peweHna 3agady 6e30MacHOCTU MNepcoHaribHbIX OaHHbIX W AeTanusupyet
(permameHTMpyeT) 3Tn Npasuna:

- KaKOBbl poNn 1 0653aHHOCTM OOMKHOCTHBIX NKL, OTBeYalLme 3a nposegeHue
nonNnTUKM 6€30NacHOCTM NEPCOHArbHbIX aHHbIX;

- KTO uUMeeT npasa AoCTyna K MepcoHasnbHbIM AaHHbIM, KTO W MpU Kakux
YCIOBUSIX MOXET YnTaTh 1 MOANMULNPOBATL NEPCOHarnbHbIE AaHHbIE U T.4.

lMonnTHKa HWXKHEro ypoBHA A0SMKHA:
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- nNpegycmaTpmBaTtb perfaMmeHT MHEMOPMALMOHHBLIX OTHOLUEHWUI, WUCKOYaKoLLMX
BO3MOXXHOCTb NMPOU3BOSIbHbIX, MOHOMOSMBbHbLIX U HECAHKLUMOHMPOBAHHbIX AEWCTBUN B
OTHOLLEHMM MHPOPMALIMOHHBIX PECYPCOB;

- onpegensAtb KOANUUMWOHHbIE W  MepapxXuveckue npuHUUNbl U MeToabl
pasgenieHnsa CeKpeToB M pa3rpaHNYeHns OCTYNa K NepCoHarnbHbIM JAHHbIM;

- BblGupaTb NPOrpaMMHO-TEXHUYECKME (annapatHble) cpenctea
NPOTMBOLAENCTBUA HECAHKLUMOHMPOBAHHOMY AOCTYMNy, ayTeHTUdMKauumn, aBTopmsaumu,
naeHTMdUKaLMn n opyrmx

3alNTHBIX MEexaHM3MOB, OGecneymBaloMx rapaHTuu peanu3auum npas U
OTBETCTBEHHOCTM CYOBLEKTOB MHPOPMALNOHHBLIX OTHOLLEHMWIA.

5.3. PeanameHmauusi docmyra 8 riomew,eHusi

KoMNOHEeHTbI MHOPMALMOHHBIX CUCTEM YnpaBneHus obpas3oBaHMs [OOSMKHbI
pasmellatbCsd B MNOMELLEHUAX, HaxXOOALWMUXCH MOo4 OXpaHoW wunu HabniogeHuew,
MCKMOYaloLWmMM  BO3MOXHOCTb  BECKOHTPONBHOMO  NPOHWUKHOBEHUS B MOMELLEHUS
MOCTOPOHHUX NUL, U obecneunBaroLMM (OU3NYECKYI0 COXPaHHOCTb Haxo4sALMXCA B
noMeLleHnn 3almiaemMbix pecypcoB (4okymeHToB, APM u 1.n.). Y6opka Takux

noMeLLleHNn  OOfMKHa  NPOU3BOAUTBCA B MPUCYTCTBMM  OTBETCTBEHHOIO
COTPYAHUKA, 3a KOTOPbIM 3aKpenneHbl AaHHble KOMMOHEHTbI, C cobniogeHnem Mep,
MCKNIOYaLWmMX OOCTYNn MNOCTOPOHHUX WL K 3awuwaemMbiM  MHPOPMaLUMOHHbLIM
pecypcam.

Bo Bpemsa o0b6paboTkM nepcoHanbHbIX OaHHbIX B TaKMX MNOMELLEHUAX OOJDKEH
NPUCYTCTBOBATb TONbKO MepcoHarn, [AonylleHHbln K paboTe C nepcoHarbHbIMU
OaHHbIMW.

3anpeljaeTcsa npuveMm noceTuTernern B MNOMELLEHUsAX, Korga OCyLecCTBIseTcs
obpaboTka nepcoHanbHbIX AAHHbIX.

Mo okoH4YaHuM paboyero pOHA, MOMELLEeHMs,, B KOTOPbIX pa3MeLLalnTcs
KOMMOHEHTbl MH(POPMAaUUNOHHbIX CUCTEM YrpaBreHus obpas3oBaHus, 3anuparTca Ha
knod.  3gaHne  YnpaBneHust o6pa3oBaHMs  OXpaHSeTCs  YacTHbIM - OXPaHHbIM
npeanpusTUeMm.

5.4. PeecnameHmayus  donycka compyOHUKO8 K  UCMO/Ib308aHUI0
UHOpMayUOHHbIX pecypcos8

B pamkax paspelumTternbHOM cucTeMbl (MaTpuubl) OOCTyna ycTaHaBNMBaETCH:
KTO, KOMY, Kakyl WMHopmauuio 1 Ons Kakoro Buaa AocTyrna MOXeT npefocTaBuUTb U
NpW Kaknx ycrioBusix.

Hdonyck nonb3oBaTenen Kk pabote C€ WHGPOPMALMOHHBIMW  CUCTEMaMU
YnpaeneHua obpasoBaHus ¥ OOCTYNn K ee pecypcam [JoimkeH ObiTb CTpOro
pernameHTupoBaH. JlioOble W3MEHeHus cocTaBa M MNOSIHOMOYUA MONb30oBaTeENen
nogcucTeM OOMKHbI MPON3BOAUTLCSH YCTAaHOBIIEHHBIM NOPAOKOM.

YpoBeHb NOSTHOMOYUIM KaXkaoro nornb3oBaTensd onpeaensetca MHAMBUMAYanNbHO,
cobniogas cneagyrowme TpeboBaHuS:

- KaXabl COTPYOHUK MNOSb3yeTcs TOMbKO MpeanucaHHbiIMM eMy npaBamMu o
OTHOLUEHMIO K MEepcoHanbHbIM [aHHbIM, C KOTOpbIMM emy Heobxoguma paboTa B
COOTBETCTBUM C [AOSMKHOCTHbIMM 065a3aHHOCTAMKU. PacwuvpeHve npas Joctyna wu
npegocTaBneHne p[octyrna K [AOMOMHUTENbHbIM  MHAOPMAaLMOHHBLIX pecypcam, B
obasaTenbHOM  nopsgke, OOJPKHO — COrnacoBbiBaTbCAd € aAMWHUCTPATOPOM
6e3onacHOCTM MHPOPMALIMOHHBIX CUCTEM MEPCOHANbHbIX OAHHbIX;

- HadvanbHUK YnpasneHws obpasoBaHWss WMeeT TnpaBa Ha MPOCMOTP
MHOpMaUMM  CBOMX MNOAYMHEHHBbIX TOSIbKO B  YCTAHOBMIEHHbIX Mpejenax B
COOTBETCTBUU CO CBOMMU AOSMKHOCTHLIMU 0B513aHHOCTAMM.

Bce cotpygHukn YnpasneHusa obpasoBaHus u obCAyXuBalowwMi NepcoHan,
OOIMKHbI HECTUM MNepCOHarbHyl OTBETCTBEHHOCTb 3a HapyLeHUs YCTaHOBMEHHOro
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nopsigka o6paboTku nepcoHanbHbIX AaHHbIX, MPaBWUM XPaHEHWs, WUCMOMb30BaHUA U
nepefaym HaxoddaWMXCAa B WX PacropsikeHuMM 3aluliaemMblX pPecypcoB CUCTEMBbI.
Kaxgbli coTpyaHuk (Mpu npueme Ha paboTy) OOMmMKeH noanucbiBatb 0693aTensLCTBO O
cobniogeHnn 1 OTBETCTBEHHOCTW 3a HapylleHuWe YCTaHOBMEHHbIX TpeboBaHui no
COXpaHeHuto NepcoHarnbHbIX AaHHbIX YNpaBneHns obpa3oBaHus.

O6paboTka nepcoHarnbHbIX AaHHbIX B KOMMOHEHTaX WHGOPMALMOHHbLIX CUCTEM
YnpasneHusa obpasoBaHus OOMKHa NPON3BOAUTLCS B COOTBETCTBUM C YTBEPXAEHHbLIMN
TEXHOMNOMMYECKUMU UHCTPYKLNAMN.

5.5. PeaznameHmauyusi npoueccoe obcryxueaHus U ocyulecmerieHusi
Moducbukayuu annapamHbix U Mpo2paMMHbIX pecypcos

B uensx nogaepxaHus pexmnma mHgopmauuoHHOM 6e3onacHoCTM annapaTtHo -
nporpaMmMHas  KOHUrypauus aBTOMaTU3MPOBaHHbIX paboynmx MeCT COTPYyAHMKOB
YnpasneHna obpasoBaHWs, C  KOTOPbIX BO3MOXeEH [OCTyn K pecypcam
NH(POPMALMOHHBIX CUCTEM, LOMMKHA COOTBETCTBOBATb KPYry BO3MOXEHHbIX HA AaHHbIX
nonb3oBaTtenen PyHKUNOHaNbHbIX 06S93aHHOCTEN.

B komnoHeHTax MHPOPMaUMOHHBLIX CUCTEM UK Ha paboumx MecTax
nonb3oBaTenen [OOfKHbl yCTaHaBNUBATbCA W UCMNONb30BaTbCA  JIMLEH3UOHHbIE
nporpaMmHble CpeacTBa.

5.6. ObecrieyeHue U KOHMpPOJib ¢hududeckol uyesiocmHocmu (HeuamMeHHocmu
KOHGbuaypayuu) annapamHbix pecypcos

O6opynoBaHne WHPOPMALMOHHBLIX CUCTEM, UCMONb3yemMoe And [ocTyna U
XpaHeHWs1 NepcoHarnbHbIX AaHHbIX, K KOTOPOMY AOCTYyn ob6CcnyXmBatowero nepcoHana B
npolecce akcnnyaTauumn He TpebyeTcs, nocne HanagodHblX, PEMOHTHbLIX U UHbIX pabor,
CBSI3aHHbIX C JOCTYMNOM K €ro KOMNOHEHTaM AOSMKHO 3aKpbiBaTbCS.

5.7. lNodbop u nodzomoeka nepcoHana, oby4yeHue nosib3ogamernel

Monb3oBaTtenu MHGOPMALMOHHBLIX CUCTEM YnpaBrneHusi obpa3oBaHus, a Takke
PYKOBOASALMIA N OBCNY>XMBAKOLWMA NepcoHan AOMMKHbl BbiTb O3HAKOMIIEHbI CO CBOMM
YPOBHEM MOSTHOMOYMI, a TaKKe OpraHn3aunmoHHO-pacnopaguTenbHOWM, HOPMaTUBHOW,
TEXHUYECKON W JKCNryaTaumMoOHHOW OOKyMeHTauuen, onpegensiwouwen tpeboBaHus u
nopsaok o6paboTkmn NnepcoHanbHbIX AaHHbIX YnpasneHnem obpasoBaHus.

Ob6ecneyeHne 6e30nMacHOCTN NEPCOHarnbHbIX OaHHbIX BO3MOXHO TOSbKO Mocne
BblpaboTKM y nonb3oBaTenen onpegeneHHonm KynbTypbl paboTbl, T.e. HOPM,
obas3aTenbHbIX AN WUCNOSIHEHUA BCEMWU, KTO paboTaeT € WHAOPMALMOHHBIMUI
pecypcamu YnpasneHus obpasoBaHus. K Takmm HOpmMaM MOXHO OTHECTU 3anpelueHue
No6bIX  YMbIWMAEHHbIX WM HEYMbIWSEHHbIX OEWCTBUK, KOTOpble  HapyLlawT
HOpMarnbHyt0 paboTy  KOMMOHEHTOB  MHMOPMALMOHHBLIX CUCTEM  YnpaBneHus
o6pa3oBaHnd, BbI3bIBAOT  AOMNOMHUTENbHbIE  3aTpaTbl  PeCcypcoB,  HapyllawT
LeNOCTHOCTb XpaHMMOW n obpabaTbiBaemMon WHMOPMaULUK, HapyLllawT MHTEPECHI
3aKOHHbIX NONb3oBaTeNen, BNagensLUes nnm coO6CTBEHHNKOB.

Bce nonb3oBatenu uHGOPMAaUMOHHBIX cucTeM YnpasneHusi obpasoBaHud
OOSDKHbI OblTb O3HAKOMIIEHbI C OPraHN3aunOHHO - pacnopsaAnTeNbHbIMU AOKYMEHTaMM
no obecne4vyeHnto 6e30MNacHOCTM NepcoHanbHbIX AaHHbIX YnpasneHuss obpasoBaHus, B
4YacTu, UX KacaroLencs, AOMKHbl 3HaTb U HEYKOCHUTESbHO BbINOMHATE UHCTPYKLUN 1
3HaTb obLwwme obsizaHHOCTU No obecrneyeHnto 6e30NacHOCTU MEePCOHaNbHbIX AaHHbIX.
[oBeneHne TpeboBaHM yKa3aHHbIX AOKYMEHTOB A0 Nuvu, AONyLlEeHHbIX K 06paboTke
3awmaemMbIxX NepcoHarbHbIX AaHHbIX, JOSMKHO OCYLECTBNATLCS NOL4 POCMUCH.

5.8. OmeemcmeeHHOCMb 3a HapyweHusl  YCMaHOB8/IeHHO20  rnopsidka
M01b308aHUs pecypcamu UHGhOpMaUyUOHHbIX cucmeM YrnpaesneHusi obpa3osaHus
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Mepa OTBETCTBEHHOCTM NepcoHana 3a AeNCTBUSA, COBEpPLUEHHbIE B HapyLUeHue
YCTaAHOBIEHHbIX npaBun obecnevyeHna ©GesonacHonm paboTbl C NepcoHaribHbIMK
AaHHbIMW, OOIMKHA ONpeaensTbCa HaHECEHHbIM yLepboM, Hanmumem 310ro ymbicna u
Apyrumu doakTopamm no yCMOTPEHUIO PyKOBOACTBA YnpaBneHns obpasoBaHus.

[na peanvsaumm npyHUMna nepcoHanbHOM OTBETCTBEHHOCTW NoNib3oBaTenen 3a
CBOM EeNCTBUS HEOOXOANMBI:

- nHauBMayanbHaa wnaeHTUrkauma nonb3oBaTene U MHULUMMPOBAHHBIX UMM
npoueccoB, T.e. yCTaHOBIEHNE 3a HUMK naeHTudgukaTopa (login, Username), Ha 6ase
KoToporo OygeT OcCywecTBRAATLCA pas3rpaHudeHMe [JocTyna B COOTBETCTBUM C
NPUHUMNOM 060CHOBAHHOCTW A0CTYNa;

- npoBepka MNOASIMHHOCTW nosib3oBaTenen (ayTeHTudukaumsi) Ha OCHOBe
naponewu;

- peakuuMsi Ha noMbITKM HECAHKUMOHMPOBAHHOIO AJocTyna (curHanusauus,
GrnokupoBka 1 T.4.).

5.9. Cpedcmea obecriedyeHusi 6e3ornacHoCMuU repcoHarsribHbiX OaHHbIX

ans obecneyveHns NHOPMaLIMOHHON B6esonacHocTu YnpasneHnem
o6pa3oBaHna NCNONb3YOTCA Criegyolme cpeacTaa 3alnTbl:

- pnsmyeckune cpeacTsa;

- TEXHNYECKME CpeacTBa;

- cpeacTea uaeHTudmkaumm n ayteHTuukaumm nonb3oBarenen;

- CpeacTBa pasrpaHMyeHus 4ocTyna;

- cpeacTtea obecrneyeHnss U KOHTPONSA LefIoCTHOCTY;

- cpeacTBa onepaTMBHOIO KOHTPOMS U pernctpaumm cobbiTnii 6e30nacHOCTU.

CpeqnctBa 3aLlmMTbl AOMKHBI NPUMEHATLCA KO BCEM pecypcaM MHAPOPMaLUMOHHbIX
cuctem YnpasneHus obpasoBaHusi, HE3aBUCMMO OT UX BMAa U hOopMbl NpeaCcTaBneHuns
MHJOPMAaLINKN B HUX.

5.9.1. dusunyeckue cpencrea 3alnTbI

®dusnyeckne Mepbl 3alnUTbl OCHOBaHbl Ha MNPUMEHEHUU pasHoOro popaa
MEXaHUYECKNX,  OMEKTPOHHbIX  WMAW  3NEKTPOHHO-MEXaHUYECKMX  YCTPOUCTB U
COOPYXXEHUN, cneumnanbHO NpegHasHaYeHHbIX Ana co3gaHnsa uandecknx npenaTcTBui
Ha BO3MOXHbIX MyTAX MPOHMKHOBEHWUSI M AOCTyna MOTEeHUMWanbHbIX HapylimTenem K
KOMMOHEHTaM CUCTEMbl UM 3aluliaeMblM MNEepCoHarbHbIM  OaHHbIM, a Takxe
TEXHUYECKNX CPeaCTB BM3yanbHOro HabnoaeHns, CBSA3M U OXpaHHOW CUrHanmM3aumm.

Ona obecneyeHus dusnyeckon 6e€30MacHOCTU KOMMOHEHTOB UHGOPMALMOHHbIX
cucTem YnpasneHutio obpasoBaHnsa HEOH6X04MMO OCYLLECTBASATb P OpraHN3auMOHHbIX
M TEXHUYECKUX  MEepPOnpuUATUN, BKITHOHAOLLNX: npoesepky  obopyaoBaHus,
npegHasHa4veHHoro ans o6paboTkn NnepcoHanbHbIX OAaHHbIX, Ha:

- Hannyme crneumanbHO BHEAPEHHbIX 3aKnadHbIX YCTPOUCTB;

- BBE4EHNEe JONOSTHUTESbHbBIX OrpaHMYEHUn MO AOCTYNY B NOMELLEHUS,

npegHasHa4YeHHble Ana XpaHeHnsa 1 06paboTkM NepcoHanbHbIX JaHHbIX;

- obopynoBaHue cuctem uHGOpPMaTM3auMM yCTPOMCTBaMM 3awuTbl OT cboeB
SNEKTPONUTaHUA N MOMEX B NIMHUAX CBA3WN.

5.9.2. TexHn4yeckne cpeacTea 3aLmThbl

TexHudeckne (annapaTHO-NporpaMMHble) Mepbl  3alWuTbl  OCHOBaHbl  Ha
MCNOMNb30BaHUN PA3NIMYHbBIX JNEKTPOHHbBIX YCTPOMCTB W creuuanbHbiX nNporpamm u
BbINOSTHAOLWNX (CAMOCTOATENBHO UMW B KOMMMEKce C APpYrMMnU cpeacTBamun) pyHKUMm
3aWmThl  (MgeHTUdUKaUMIO UM ayTeHTU(UKaUUIo nosib3oBaTenien, pasrpaHnyeHve
Joctyna K pecypcaMm, peructpaumioo  cobbiTuir, KpunTorpadudeckoe 3akpbiTve
MHopMauun 1 T.4.).

C yuyetom Bcex TpeboBaHu U nNpuHUMNOB obecnevyeHna 6e3onacHOCTU
NepcoHanbHbIX AaHHbIX MO BCEM HanpaBfEHUAM 3alMTbl B COCTaB CUCTEMbI 3aLUUTbI
OOIMKHBI BbITh BKNIOYEHbI cregyowue cpeacTaa:
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- CpeacTBa pasrpaHMyeHust 40CTyna K AaHHbIM;

- cpeAcTBa perncrpauumn Aoctyna K KOMMOHeHTamM MHMOPMALMOHHBIX CUCTEM U
KOHTPOSIS 3a UCMNoSb3oBaHNeM MHpopMaLumu;

- CpeAcTBa pearMpoBaHMs Ha HapylleHus pexuma  MHEPOPMaLMOHHOM
6e3onacHocTL.

Ha TexHuyeckne cpencrtea 3alimMTbl BO3MNaraeTCcad peleHne  cnefyloLmx
OCHOBHbIX 3ajau:

- naeHTuurKkauma n ayteHTurkaums nonb3oBaTtenen Npu nOMOLLN UMEH UNu
cneumanbHbIX annapaTtHblx cpeacTts (Advantor, Touch Memory, Smart Card, 31, u
T.N.);

- perrnameHTauMs M ynpasrieHue LOCTYNoM nofib3oBatefnien B MOMeLeHUs, K
PM3NYECKUM U NTOTMYECKUM YCTPOUCTBAM,;

- 3awmta OT MNPOHMKHOBEHUSI KOMMbLIOTEPHLIX BUPYCOB U Pa3pyLUUTENBHOro
BO3AENCTBUS BPEOOHOCHbLIX NPOrpamm;

- peructpauus Bcex eMCTBU Norb3oBaTenNs B 3aLllMLLEHHOM XypHarne, Hanvyive
HECKOSbKNUX YPOBHEN perncrpaumu;

- 3aWuTa [aHHbIX CUCTEeMbl 3aWwuTbl Ha pannoBoM cepBepe OT JocTyna
nonb3oBaTenen, B YbM JOIMKHOCTHbIE 06A3aHHOCTN He BXoauT paboTa ¢ nHpopmaumu,
HaxoadALLenCcs Ha HeM.

5.9.3. Cpeactea ngeHTugukauum n ayteHTudunkaumm nonb3oBartenen

B uenax npepotBpalleHusi paboTbl C pecypcamm MHPOPMALMOHHBLIX CUCTEM
YnpaBneHua obpasoBaHMs NOCTOPOHHUX NUL, HeobBxoaumo obecneynTb BO3MOXHOCTb
pacno3HaBaHWA KaXgoro rerarbHOro rnonb3oBartens (Mnv rpynn norb3osarenen). Ans
noeHTUUKaLmMmM MoryT nNpUMEHATBCS pPasfnMYHOro pofa YCTPOWCTBA: MarHUTHble
KapTO4KM, KITOYM, KINOYEBble BCTaBKU, AUCKETbI U T.1.

AyTeHTndurkauma (nogTeepXxgeHne nogaMHHOCTM) NoNb3oBaTenen Takke MoOXeT
OCYyLLEeCTBNATLCA:

- NyTemM TMpOBEPKN Hanuuus Yy nonb3oBaTenen Kakux-nmbo crneumanbHbIX
YCTPOMWCTB (MarHUTHbIX KapTOYEK, KITHOYEeN, KIMoYEBbIX BCTABOK U T.4.);

- MyTeMm NPOBEPKM 3HAHUSA UMW Naponewn;

- NyTemM MNPOBEPKN YHUKANbHbIX (PU3NYECKMX XapaKTepUCTUK W napameTpoB
camMmx nosib3oBaTtenemn npu NOMOoLK creumanbHbIX GBUOMeTPUYECKnX YCTPOMCTB.

5.9.4. Cpeactea pasrpaHuMyeHus gocrtyna

30Hbl OTBETCTBEHHOCTM U 3a4ayvu KOHKPETHbIX TEXHUYECKUX CpeacTB 3aluuThbl
yCTaHaBMMBaKOTCA UCXOASA U3 UX BO3MOXHOCTEN W SKCMNNyaTaUUOHHbIX XapaKTepUCTUK,
OMNUCaHHbIX B JOKYMEHTaLMM Ha AaHHble CpeacTBa.

TexHndeckne cpeacTBa pasrpaHMyYeHnsa OCTyna OOSMKHbI MO BO3MOXHOCTU ObiTb
COCTaBHOW YaCTbio €ANHON CUCTEMbI KOHTPONSA AOCTyna:

- Ha KOHTPOSIMPYEMYIO TEPPUTOPUIO;

- B OTA€eNbHbIE NOMELLEHNS;

- K KOMMOHEeHTaM WH(OpMaLMOHHON cpeabl YnpaBneHuss obpas3oBaHus U
3nemMeHTaM CUCTeMbI 3alLnTbl NepPCOoHarnbHbIX AaHHbIX (pu3nyecknin goctyn);

- K MVH(OPMALMOHHbIM pecypcaMm (OOKYMEeHTaM, HocuTenam WHdopmMauuu,
dannam, Habopam AaHHbIX, apxXxuBam, crpaBkam 1 T.4.);

- K aKTMBHbIM pecypcaM (MpuKnagHbIM nporpammMmam, 3agadam 1 T.n.);

- K OnepaunoHHON cMcTeMe, CUCTEMHbBIM MporpaMmam 1 NporpamMmmMam 3aLlmThbl.

5.9.5. CpeactBa obecneveHmss 1 KOHTPONA LLENOCTHOCTM

CpenctBa obecneveHus LENOCTHOCTM BKMIOYAKOT B CBOW COCTaB cpeacTtsa
pe3epBHOr0  KOMUPOBAHWA, MpOrpaMMmbl  aHTUBUMPYCHOM  3alMTbl, NpOrpaMmbl
BOCCTaHOBMEHNSA LIeNOCTHOCTM OnepaunoHHoOn cpefbl U 6a3 faHHbIX.

CpeoctBa  KOHTPONS  LENIOCTHOCTM  MHGOPMALMOHHBIX PECYpCOB  CUCTEMbI
npeAHasHayeHbl And CBOEBPEMEHHOro OBOHapyXeHus Moaudukaumm Unu UCKaxeHus
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pecypcoB cuctembl. OHM NO3BONAKT 06ecneyuntb NPaBUNbHOCTb (PYHKLMOHMPOBAHNA
CUCTEMBI 3aLUNTbI N LENOCTHOCTb XpaHUMOM 1 obpabaTtbiBaeMon MHGopMaLmu.

KoHTpOnb LenocTHOCTM MHOpMaLMK U CPEACTB 3aLMThbl, C Lienblo obecneyeHns
HEM3MEHHOCTU  MH(OPMAUMOHHOW  cpefbl, onpegensemMon  npeagycMoOTPEeHHOW
TexHonornen o06paboTkM, M 3awmUTbl OT HECaAHKUMOHWMPOBAHHOM MoandmKaLmm
nepcoHanbHbIX AaHHbIX AOMKEH obecneynBaTbCs:

- cpeacTBaMu pasrpaHuMyeHus goctyna (B MNOMELLeHUs, K OOKYMeHTaMm, K
HOCUTENAM MHOPMaLUmMK, K cepBepam, NIorMyeckum yCTponcTeam u T.0.);

- cpeacTBaMm SNEKTPOHHOW NoAanucy;

- cpeacTBaMu noacyeTa KOHTPOSbHbIX CYMM (415 UCNOMNb3yeMoro NporpammMHOro
obecneyeHus).

5.9.6. Cpeactea onepaTMBHOMO KOHTPONSt WM perucrpaumm  CobbITUK
6e3onacHocTH

CpenctBa OOBEKTMBHONO KOHTPONs OOMMKHblI obecneumBaTtb OOBHapyXeHue Wu
perncTpauuio Bcex cobbiTui (4encTeumm nonb3oBartenen, nonbitok HC u T.n.), kKOTOpbIE
MOryT noBfeyb 3a cobon HapyleHue 6e30nacHOCTU M NPUBECTU K BO3HUKHOBEHWIO
KPU3UCHBIX cuTyaumi. AHanui cobpaHHOM cpeacTBamMu peructpauum mMHgopmaumm
NO3BOSISET BbIABUTb (PaKTbl COBEPLUEHNS HAPYLUEHWU, UX XapakTep, NofckasaTb MeToq
ero paccnegoBaHnss M crnocobbl MOMCKa HapyLMTENs W WUCMNpPaBREeHUs CUTyauun.
CpeqncTBa KOHTPONS U permctpaumm AOSMKHbI NPpeaoCcTaBNsATb BO3MOXHOCTHU:

- BeJeHua U1 aHanusa >KypHanoB permcrpauumn cobbitmn  6e3onacHoCTM
(CUCTEMHBIX XXypHanoB);

- MonyyYyeHWss TBepAoW Konuwu (nedaTtn) XypHana peructpauum cobbITUK
H6esonacHocTy;

- YNOpsSiAoOYEeHNsa XXypHaroB, a Takke YCTaHOBMEHUA OrpaHMYeHuUn Ha CPOK WX
XpaHeHus;

- ONepaTMBHOrO OMOBELLEHNS agMUHUCTpPaTopa 6€30MacHOCTU O HapYLUEHUSIX.

Mpn pernctpaumm cobbiTun 6e30NacHOCTU B XypHane AoSMKHa UKCMPOBaTbCA
cnegyowas ntHgopmMmauus:

- faTa 1 Bpems cobbITus;

- naeHTnmrkaTop cybbekTa, OCyLLEeCTBNSIOWEro perncTpupyeMoe AencTeune;

- fencreume (Tvn goctyna).

5.10. KoHmpornb aghghekmusHocmu cucmembl 3auiumal

KoHTponb a9 eKkTMBHOCTM 3aLMTbl NepCcoHarnbHbIX AaHHbIX OCYLLECTBIISAETCH C
Lenbl0 CBOEBPEMEHHOINO BbISIBIEHUA W NPefoTBPaLLEHUs YTEeYKM nepcoHarnbHbIX
AaHHbIX 3a CYeT HeCaHKUMOHMPOBAHHOIO [OCTyna, a Takke npeaynpexgeHus
BO3MOXHbIX  CrleunanbHblX  BO3OEWCTBUA,  HaMpaBfieHHbIX HA  YHUYTOXEHue
nepcoHasnbHbIX AaHHbIX, paspylleHue cpeacts WHdopmatmsauuun. KoHTponb MoxeT
NPOBOAUTBLCS NPUBIIEKAEMbIMU NS 3TOWN LEeNM opraHM3aumnamMm, UMeLWNMn ANLEH3NI0
Ha 3TOT BMA OAEATENbHOCTM.

OueHka abPeKTMBHOCTN Mep 3almTbl NEPCOHAarbHbLIX AaHHbIX NPOBOAMTCA C
MCMNOSIb30BaHNEM TEXHUYECKMX W MPOrpaMMHbIX CPEeACTB KOHTPONSA Ha npeamMmeTt
COOTBETCTBUS YCTAHOBIIEHHLIM TPEBOBAHMSAM.
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