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ONPEAOENEHUA

B HacTosilem fOKyMeHTe MCMOomnb3YTCA criefyowme TEPMUHbI U UX onpeaeneHus.

ABTOMaTU3NpOBaHHaA cCUCTeMa — CUCTemMa, COCTOsAWAs U3 nepcoHana n Kom-
nnekca cpeacTB aBToOMaTU3auMuM ero AedTenbHOCTWU, peanusyrowas MHGOPMaLMOHHYIO
TEXHOMOIMI0 BbINOSTHEHNSA YCTAHOBNEHHbLIX (PYHKLINIA.

AyTeHTUdMKauma oTnpaBuTens AaHHbIX — MNOATBEPXOEHWe TOro, 4Tto OT-
npaBuTeNb NONYYEHHbIX AAaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTb NepcoOHanbHbIX AAaHHbIX — COCTOSIHWE 3aLUULLEHHOCTU Nepco-
HarnbHbIX OAHHbIX, XapakTepmnsyemoe CroCoBHOCTLIO NOMb30BaTeNEN, TEXHUYECKNX CPEeaCTB
N MHPOPMALMOHHbBIX TEXHOMNOMMI obecnevnTb KOHPNAEHUNANbHOCTb, LLENOCTHOCTb N A0C-
TYMHOCTb MEepPCOHarbHbIX AaHHBIX MpU UX 0bpaboTke B MHPOPMALUMOHHBIX cucTemax nep-
COHarnbHbIX AaHHbIX.

BuomeTpuyeckme nepcoHaribHble AaHHble — CBEAEHUSA, KOTOPblEe XapaKTepusyoT
dusnonornyeckne 0CobeHHOCTU YenoBeka M Ha OCHOBE KOTOPbIX MOXHO YCTAHOBUTb €ro
NNYHOCTb, BKNIOYas potorpadumn, otrnedaTkm nanbLes, obpas ceTyaTku rnasa, ocobeHHo-
CTW CTPOEHUS Tena v Apyryto nogobHyo nHdopmauumio.

BnoknpoBaHue nepcoHanbHbIX AaHHbIX — BpPEeMEHHOEe npeKkpalleHne cbopa,
cuctemMaTtumsaumm, HakonmeHus, UCNoSb30BaHUS, PacrnpoCTpaHEeHUs, NepcoHarnbHbIX OaH-
HbIX, B TOM YuChe nx nepegadu.

Bupyc (KOMNbIOTEPHbIN, NPOrPaMMHbIN) — UCNOSTHAEMbIN NPOrPaMMHbINA KO4 UK
NHTepnpeTUpyemMbii Habop NHCTPYKLNNA, obnagaroLmm cBoMCTBaMu He-
CaHKLMOHUPOBAHHOIO pacnpocTpaHeHus 1 camoBocnponsseneHus. CosgaHHble aybnuvka-
Tbl KOMMNBIOTEPHOIO BMpYCa He BCerga CoBrnagalT C OPUrMHanoMm, HO COXPaHST crnocob-
HOCTb K JaribHerLeMy pacrnpoCcTpaHeHUo 1 CaMOBOCTNPOU3BEOEHNIO.

BpenoHocHasi nporpamma — nporpamMmma, npeaHasHavyeHHasa ans ocyLlecTBneHus
HeCaHKLUMOHMPOBAHHOIO A0CTyna n (MnNn) BO34eNCTBUS Ha NepCoHasibHble JaHHble Unn pe-
CypCbl MHPOPMALIMOHHOW CUCTEMbI NEPCOHASNBHBLIX AaHHbIX.

BcnomoraTtenbHble TeXHUYECKUE CpeAcTBa U CUCTEMbl — TEXHUYECKUe cpea-
CTBa W CUCTEMbI, HE NpeaHa3HavYeHHble Anga nepegaym, o6paboTkm U XpaHeHnsa nepcoHarsb-
HbIX JaHHbIX, YCTaHaBNMBaeMble COBMECTHO C TEXHUYECKMMU CpeAcTBaMyn U CUCTEMaMW,
npeAHasHayYeHHbIMKU 515 00paboTku NepcoHarbHbIX JaHHbIX U B MOMELLIEHUSIX, B KOTOPbIX
YCTaHOBJIEHbI UH(POPMALIMOHHBIE CUCTEMbI NEPCOHAsTbHbBIX AAHHbIX.

JocTtyn B onepauuoHHYKO cpefy KomnbioTepa (MHGpOPMALMOHHON CUCTEMbI

nepcoHaNnbHbLIX ,anHbIX) — nony4yeHne BO3MOXXHOCTW 3aryCka Ha BbINMOJIHEHUE LUTaTHbIX



KoMaHz, (PyHKUMA, npoueayp OrepaumoHHON CUCTEMbI (YHUUTOXEHUS, KOMUPOBaHUA, nepeme-
LLIeHNS U T.N.), UCMIONHAEMbIX (pansioB NPUKNaaHbIX MPOrpamMm.

Joctyn K wuHcpopmMauum — BO3MOXHOCTb MOMyYeHUA WHOPMaUMM U ee Uc-
NONb30BaHUA.

3akKnago4yHoe YCTPOUCTBO — 3MIeMEHT CPeacTBa CbeMa MHAOPMaLMN, CKPLITHO BHE-
ApsieMblin (3aKnagplBaeMbii UMM BHOCUMbIW) B MeCTa BO3MOXHOIO CbeMa MHpopmaummn (B TOM
yucne B OrpaxaeHue, KOHCTPyKumto, obopyaoBaHWe, NpeaMeTbl MHTepbepa, TPaHCMOPTHbIE
CpeacTBa, a Takke B TEXHUYECKME CpeacTBa U cuctembl 06paboTkm nHpopmaumn).

3awmwaemasa uHdcdopmauma — UHPOPMAUMS, SBMAIOWAACA MpegMeToM  cob-
CTBEHHOCTU U MnogJiexallasa 3almte B COOTBETCTBUM C TPeBOBaHMAMM NPaBOBbIX JOKYMEHTOB
nnn TpeboBaHMAMK, yCTaHaBNMBAEMbIMM COBCTBEHHNKOM MHGDOPMAaLLMN.

NpoeHTudukauma — npucesoeHne cybbektam n obbektam AocTyna uaeHTudukatopa m
(unn) cpaBHEHWE NPeobABNSAEMOro UaeHTUdMKaTopa ¢ nepeYyHemM NPUCBOEHHbIX OEHTUdKKa-
TOpPOB.

UHopmaTUBHBLIM CUrHAN — OreKTpUYeckue CcurHarnbl, aKycTU4Yeckue, 3Irek-
TPOMarHUTHbIE 1 Apyrve dmsnyeckue nors, No napameTpam KOTopbIX MOXET BbiTb packpbiTa KOH-
dmaeHumansHas MHopmauus (NepcoHarnbHble AaHHble) obpabaTbiBaemas B MHpopMaLOHHON
cucTemMe nepcoHasibHbIX AaHHbIX.

UHdopmaumoHHaa cuctema nepcoHanbHbIiX AaHHbIX (UCTMOH) — nHdpopmaunm-
OHHasa cucTtema, npegcrasnsaiowaa coborm COBOKYMHOCTb NepcoHarnbHbIX JaHHbIX, coaep-
Xawmxca B 0ase [JaHHbIX, a Takke WHPOPMALMOHHBLIX TEXHOMOMMN N TEXHUYECKUX
CPeACTB, NO3BOMSAKOLWMX OCYLECTBNATL 06paboTKy Takux NepCcoHarnbHbIX AAHHbIX C UC-
NoNb30BaHNEM CPeACTB aBToOMaTm3aumm unm 6e3 ncnonb3oBaHUA TakMx CPeacTB.

MUHdopmMaLmoHHbIe TeXHONMOrMmM — NpPoLECChI, MeToabl Nnoucka, cbopa, xpaHeHusi, 0b-
paboTkn, NpeaocTaBneHns:, pacnpocTpaHeHUst MHAOPMaLMK 1 Crocobbl OCYLLIECTBNEHUS TaknX
npoueccoB U MeETOO0B.

Ucnonb3oBaHue nepcoHanbHbIX AaHHbIX — OENCTBUA (Onepauuun) ¢ nepcoHarb-
HbIMW AaHHBIMW, COBEpLUaeMble OnepaTopoM B LIENAX NPUHATUSA peLueHuid unm coseplue-
HUS MHbIX AENCTBUIA, MOPOXAAOLWMX Iopuandeckne nocneacTsns B OTHOWEHUN cybbekTa
nepcoHarnbHbIX AaHHbIX UKW Opyrux nuy nubo nHblM obpasom 3aTparnsBaromx npasa u
cB0oOOAbI CyGbeKTa NepcoHanbHbIX AaHHbIX UM APYTUX NUL.

MUcTouyHUK yrpo3bl 6e3onacHocTu uHopMauum — CcyObekT [ocTyna, MmaTte-
puanbHbI OOLEKT MU usnyeckoe SBMeHVe, SBNSIOWLMEC MPUYNHON BO3HMKHOBEHWUS Yrpo3bl

6e3onacHoCTM MHdOpMaL K.



KoHTponupyemasi 3oHa — NpOCTPaHCTBO (TEppUTOpUS, 34aHWe, YacTb 30aHus, rnome-
LLIEHME), B KOTOPOM WCKMKOYEHO HEKOHTpormpyemoe npebbiBaHWe MOCTOPOHHMX MU, a Takke
TPaHCMOPTHbIX, TEXHUYECKUX N UHBIX MaTepuarbHbIX CPeACTB.

KoHcdmaeHumanbHOCTL NepCOHanbHbIX AaHHbIX — obsizatenbHoe And cobnto-
AEHVS onepaTopoM UM MHbIM NOMYYMBLLMM AOCTYN K NEPCOHAsbHbIM AaHHLIM NLOM Tpebosa-
HMe He JonyckaTb UX pacrnpocTpaHeHue 6e3 cornacus cyobekTa NepcoHanbHbIX AaHHbIX UK Ha-
FINYNSI IHOTO 3aKOHHOTO OCHOBAHMS.

MexceTeBOW 3KpaH — nokarnbHOe (OOHOKOMMOHEHTHOE) W OYHKUMOHArbHO-
pacnpeneneHHoe nporpaMMHoe (NporpamMMHo-annapaTHoe) CpeacTBO (KOMMMEKE), peanuaytoLlee
KOHTPOIb 3a UHJOpMaumen, noctyrnaroen B MHPOPMAaUMOHHYKO CUCTEMY NEPCOHarbHbIX AaH-
HbIX 1 (MnK) BbIXoAsLWen U3 NHPOPMAaLMOHHON CUCTEMBI.

HapywuTtenb 6e3o0nacHOCTU NepcoHasribHbIX AaHHbIX — (pu3nyeckoe nmuo, cny-
YallHO UNM NpegHaMepeHHO CoBepLUatoLLiee AENCTBUSA, CreaCcTBUEM KOTOPbIX SBMSETCS HapyLue-
H1e 6e30NacHOCT NEePCOHarbHbIX AaHHbIX MPU UX 06paboTke TEXHUYECKMU CPeaCTBaMn B UH-
POPMALMOHHBIX CUCTEMAX NEPCOHANBHBIX JAaHHbIX.

HeaBTOMaTu3MpoBaHHass obOpabGoTKa mnepcoHanbHbIX AaHHbIX — ObpaboTka
NepcoHanbHbIX OaHHbIX, coAepXalmxcsd B WH(OPMALNOHHOW CUCTEME MNepCcoHarbHbIX
AaHHbIX MO0 N3BMNEYEHHbIX U3 TaKOW CUCTEMbI, CYNTAETCA OCYyLLEeCTBNEHHOM 6e3 ncnonb-
30BaHUA CpeAcTB aBTOMaTu3aumm (HeaBTOMaTU3WPOBAHHOW), €Cnu Takne OencTsust C
nepcoHanbHbIMW OaHHbIMU, KaK UCMONb30BaHWE, YTOYHEHUEe, pacnpoCTpaHeHUe, YHUYTO-
XeHue nepcoHarnbHbIX JaHHbIX B OTHOLUEHUN KaXXO0ro M3 cybbekToB NepCcoHanbHbIX AaH-
HbIX, OCYLLECTBIAKTCS NPU HENOCPEACTBEHHOM Y4acTMM YenoBekKa.

HepeknapupoBaHHble BO3MOXHOCTU — (PYHKUMOHANbHbIE BO3MOXHOCTW CpeacTB
BbIYMCIIUTENBHOM TEXHUKWN, HE OMNMUCAHHbIE UMM HE COOTBETCTBYIOLLME OMNUCAaHHBLIM B JOKYMEHTa-
LMK, NPU UCMONb30BaHNM KOTOPbIX BO3MOXHO HapyLLeHue KOHuaeHUMansHOCT, AOCTYNHOCTH
WM LenocTHoCT obpabaTbiBaeMon MHPOPMaLmK.

HecaHkunMoHUpOBaHHbLIW AOCTYN (HECAaHKLMOHMPOBaHHbLIE AEUCTBUSA) — [OCTYN
K MHCpopMaLmm nnv eNCTeus ¢ MHpopMaLmen, HapyLuaroLLme npasunia pasrpaHMyeHus 0ocTyna
C MCMONb30BaHNEM LUTATHbIX CPEACTB, NpeaocTaBnseMblX UH(POPMAaUNOHHBIMU CUCTEMaMK
nepcoHasnbHbIX AaHHbIX.

Hocurtenb nHdopmaumm — pumanyeckoe nmuo nnm matepmarnbHbii OOBbEKT, B TOM Ymcne
dom3nyeckoe norse, B KOTOPOM MHAOPMaUMs HaXoauT CBOe OTpaXkeHue B Buae CYMBOSIOB, obpa-
30B, CUrHaroB, TEXHNYECKUX PELUEHUN U NPOLIECCOB, KONMMYECTBEHHbIX XapaKTepUCTUK ounaun-

YEeCKNX BEJTUYUH.



O6e3nnumBaHMe nepcoHanbHbIX AaHHbIX — OEWCTBUS, B pe3ynbTaTe KOTOpbIX
HEBO3MOXHO OnpeaenvTb NPUHAANEXHOCTb NePCOHanNbHbIX AaHHbIX KOHKPETHOMY Cybb-
eKTY NepcoHaribHbIX JAaHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OENCTBMA (onepaumn) C NepcoHanbHbIMN
AaHHbIMKM, BKMoYas cbop, cucremaTnsaumio, HakonmeHe, XxpaHeHne, yTouHeHne (06HOBNEHWE,
N3MEHEHME), UCMOoNb30BaHMe, pacnpocTpaHeHe (B TOM 4ucrie nepegady), obesnuuvsaHue,
GroknpoBaHme, yHUUTOXEHNE NEPCOHANbHbIX AAHHbIX.

O6wenocTynHble MepcoHanbHble AaHHble — MNepCcoHalnbHble OaHHble, AO0CTYnN
HeorpaHM4YeHHOro Kpyra nuu, K KOTopbiM NpeaocTaBrieH ¢ cornacus cybbekta nepcoHanb-
HbIX JAHHbIX UMN Ha KOTOpble B COOTBETCTBUM C (pefeparnbHbiMU 3aKOHaMU He pacnpo-
cTpaHseTcs TpeboBaHne cobnoaeHnst KOHPUAEHUNANbHOCTH.

OnepaTtop (nepcoHanbHbIX AaHHbIX) — rOCy4apCTBEHHbIN OpraH, MyHULMNAsnbHbIN
opraH, ropuaudeckoe nnm mnsnmyeckoe nNuUo, opraHnsytolee n (Mnu) ocyllecTenstowee obpa-
BOTKy nepcoHarnbHbIX AaHHbIX, @ Takke onpeaensowme uenm n cogepxaxHmne obpaboTtku nep-
COHaslbHbIX AaHHbIX.

TexHnyeckne cpeacTtBa MH(POPMALMOHHOW CUCTEMbI MEepPCOHaNbHbIX AaH-
HbIX — CPeaCcTBa BbIYUCIIUTENBHON TEXHUKW, NMH(POPMAaLMOHHO-BBIYUCTIUTENBHBIE KOMMIEKCHI U
ceTun, CpeacTea u cucTeMbl nepegaym, npuema n obpabotkm MNOH (CpeacTsa M cuCTeMbI 3ByKO3a-
MMcK, 3BYKOYCUITEHUS, 3BYKOBOCTPOM3BEOEHUS, NMEPEroBopHbIE U TeNeBU3NOHHbIE YCTPOWUCTBA,
CpeACTBa U3rOTOBMEHWS, TUPXUPOBAHUS AOKYMEHTOB W [pyrie TeXHUYeckne cpeacrasa obpaboT-
KN peyeBou, rpadpmyeckon, Buaeo- n BykBeHHO-LMPOBO MHpopMaLmm), NporpaMMHble CPeACT-
Ba (ONepaumoHHbIE CUCTEMbI, CUCTEMbI YrpaBrneHsa 6aszamm AaHHbIX U T.MN.), CpeacTBa 3alUuTbl
nHdOpMaLMK, MPUMEHSEMbIE B MHPOPMALMOHHbIX CUCTEMAX.

MepexBat (MHdOpMauuM) — HenpaBOMeEpHOE MofnyyYeHne uHdopmaumm C UcC-
NONb30BaHNEM TEXHWYECKOro CpeacTBa, OCYLLEeCTBsALWero obHapyxeHue, npuem n ob-
paboTKy MHCPOPMATMBHBIX CUrHANOB.

MepcoHanbHble faHHbIe — Nbas NHpopMaLns, OTHOCALLAACS K onpeaeneHHOMY
UNn onpeaensieMoMy Ha OCHOBaHWM TakoW MHopMaumm usmdeckomy nuuy (CyobekTy
nepcoHanbHbIX AaHHbIX), B TOM Yucne ero hamunus, ums, otT4ecTBo, rog, Mecsu, garta u
MECTO pPOXAEHWs, agpec, CeMenHoe, coumanbHoe, MMYLLLECTBEHHOE NOMoXeHne, obpaso-
BaHWe, npodeccus, 4oxoabl, Apyrasa nHopmMauus.

MoGoyHble 3MEeKTPOMarHUTHble U3NYYEeHUS U HaABOAKU — 3MEeKTPOMarHUTHbIE
N3NyYeHUss TEXHUYECKMX CPeacTB obpaboTkM 3awmaeMon MHopmauun, BO3HUKaoLWwme
Kak NoboYHOE SIBfIEHNE U BbI3BaHHbIE ANEKTPUYECKMMU CUTHANamm, AeUCTBYOWMMNA B UX
SNEKTPUYECKMUX N MarHUTHbIX LEeMsX, a TakKe 3MeKTPOMarHUTHbIe HaBOOKN 3TUX CUrHasnoB

Ha ToKonpoBoaALwne NMMHNN, KOHCTPYKUUN 1 Lenn nTaHuA.
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MonuTnka «4YMCTOro crtona» — KOMMMEKC OpraHU3aLMOHHbIX MEPONPUATUN, KOH-
TPONMPYIOLWNX OTCYTCTBME 3anuUCbiBaHWs Ha BGyMakHble HOCUTENW Knoyen u aTpnbyToB
aocTtyna (naponen) n xpaHeHnsa nx B6nmnsmn obbLekToB JocTyna.

NMonb3oBaTtenb MH(POPMALMOHHON CUCTEMbI NEPCOHaNbHbIX AAaHHbIX — NALO,
yyacTtBylLiee B (PyHKLUMOHMPOBAHUM MHAOPMALMOHHOM CUCTEMbI NEPCOHASbHBIX AAaHHbIX
NN ncnonbayroLlee pesynbTatbl €€ PYHKLMOHNPOBAHKS.

MpaBuna pasrpaHM4yeHnsa AOCTyna — COBOKYMHOCTb NpaBum, pernaMmeHTUpYoLWmxX
npaBa JocTyna cybbekToB JoCTyna K obbektam goctyna.

MporpaMmMHaa 3aknagka — Ko nporpamMmbl, NpegHaMepeHHO BHECEHHbIN B Mpo-
rpamMmy C Lenblo OCYLLECTBUTb YTEYKY, U3MEHUTb, BNOKMPOBaTb, YHUUTOXUTbL MHOpMa-
LUMIO UIN YHUYTOXNUTb U MOAMMLUMPOBaTbL NporpammHoe obecnevyeHne MHPOpPMaLMOHHON
CUCTEMbI NepCoHarnbHbIX AaHHbIX U (M) 6rokMpoBaTh annapaTHble CpeacTBa.

MporpammHoe (nNporpamMHO-MaTeMaTU4ecKkoe) BO3AEUCTBUE — HECAHKLMO-
HUPOBAHHOE BO3[EWNCTBME Ha pecypcbl aBTOMATU3MPOBAHHOW UHAOPMALWNOHHOM CcUCTe-
Mbl, OCYLLECTBIIAEMOE C UCMOSIb30BaHNEM BPEAOHOCHbLIX MPOrpamm.

PackpbiTve nepcoHanbHbIX AAaHHbIX — YMbILWMEHHOE UMW ClyYanHoe HapyLlleHue
KOH(MAEHLMANbHOCTM NePCOHanbHbIX JaHHbIX.

PacnpocTtpaHeHMe nepcoHanbHbIX AAaHHbIX — AEWNCTBUSA, HaNpaBfeHHble Ha ne-
pefadvy nepcoHanbHbIX AaHHbIX OnpeaeneHHoOMy Kpyry nuy (nepepada nepcoHanbHbIX
OaHHbIX) UM Ha O3HaKOMIEeHWe C MepCoHarnbHbIMU AaHHbIMU HEOrpaHU4YeHHOro Kpyra
nuu, B TOM 4yucne obHapogoBaHWe MepcoHarnbHbIX JaHHbIX B CpeaCcTBax MacCoOBOW WH-
dopmMaumm, pasmMelieHne B MHPOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIX CEeTAX WUnu npe-
AO0CTaBNeHne JocTyna K NnepcoHaribHbIM AaHHBbIM KakuM-1inbo MHbIM CNOCOBOM.

Pecypc nHcopmauMOHHON CUCTEMbI — MMEHOBAHHbIN 3fIEMEHT CUCTEMHOrO, Npu-
KnagHoro unu annapatHoro obecneyeHns OyHKUNMOHUPOBAHMUS MHAOPMALIMOHHOW CuCTe-
Mbl.

CneuunanbHble KaTeropMm nepcoHanbHbIX AaHHbIX — NEepPCcOoHamnbHble AaHHbIE,
KacaroLimecs pacoBon, HaUMOHaNbHON NPUHAANEXHOCTU, NONUTUYECKUX B3rNA40B, penu-
MO3HbIX NN PUNOCOGCKNX YOEXAEHNN, COCTOSHUS 300POBbA U MHTUMHOW XXU3HU CyOb-
eKTa nepcoHanbHbIX AaHHbIX.

CpeacTBa BbIMUCIIUTENbHOW TEXHUKU — COBOKYMHOCTb MPOrPaMMHbBIX N TEXHUYECKMX
3MeMeHTOB cucTeM 0OpabOTKN AaHHbIX, CMOCOBHBLIX (PYHKUMOHMPOBaTL CAMOCTOATENbHO UMK B
cocTaBe Apyrmx CUCTEM.

Cybbekt poctyna (CyObeKkT)— nuuo unM npouecc, OEeNCTBUS KOTOPOro per-

naMeHTMpYTCS NpaBunaMm pasrpaHMyeHunst 4ocTyna.



TexHu4YecknM KaHan yTedykn uHdopmaumm — COBOKYNHOCTb HOCUTENST MHCpopMaLmm
(cpenctBa 06paboTkn), msmyeckon cpegbl pacnpocTpaHeHUss MHAOPMATMBHOMO CurHana u
cpeacTs, KOTOPbIMM A00bIBaeTCA 3almaeMas uHopMauus.

TpaHcrpaHMyHasa nepefaya nepcoHanbHbIX AAHHbIX — Nepegadya nepcoHarib-
HbIX JaHHbIX onepaTopom 4Yepes [ocyaapcTBeHHyo rpaHuly Poccuinckon degepaumm op-
raHy BfacTM WMHOCTPaAHHOrO rocygapcrea, U3nyYeckoMy WUNu puanyeckomy nuuy UHO-
CTpaHHOro rocygapcraa.

Yrpo3bl 6e30MacHOCTU NepCOoHanbHbIX AAaHHbIX — COBOKYMHOCTb YCIOBUA U (paKTo-
POB, CO3[aOLLMX OMACHOCTb HECAHKLMOHMPOBAHHOTO, B TOM Y1Ce CryYanHoro, JOCTyna K nep-
COHasbHbIM JaHHbIM, PE3yNbTaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWE, U3MeHeHne, Brokmpo-
BaHWe, KOMMpoBaHMe, pacnpocTpaHeHe NepcoHasibHbIX AaHHbIX, a Takke UHbIX HECaHKLMOHNPO-
BaHHbIX JENCTBUN NMpy nx 06paboTke B MHOOPMAaLMOHHOW CUCTEME NMEPCOHANbHbIX AaHHbIX.

YHUYTOXEHME NnepCcoHanbHbIX AaHHbIX — JENCTBUA, B pe3yrbTaTe KOTOPbIX HEBO3-
MOXXHO BOCCTaHOBUTb COAEPKaHUe NepCoHarbHbIX AaHHbIX B MHPOPMaLMOHHOW cucteMe nepco-
HarbHbIX JaHHbIX UMK B pesyrbTaTe KOTOPbIX YHUYTOXAKTCA MaTepuarbHble HocUTenun nep-
COHarnbHbIX AaHHbIX.

YTeuka (3awmwaemon) wuHchpopmMaumMm nNO TEXHUYECKUM KaHanam — HEKOH-
TpornMpyemoe pacnpocTpaHeHue MHgopmMaumm OT HOCUTENs 3almaeMon MHgopMauun vyepes
domsnyeckyro cpefy A0 TEXHNYECKOro CpeacTBa, OCYLLECTBNAIOLLErO nepexsaT UHopMaLmu.

YupexaeHue — YnpaBrneHne obpasoBaHu4.

YAasBuMocTb — criabocTb B CpeAcTBax 3aLlyThl, KOTOPYHO MOXHO UCMONb30BaTh AN1S Ha-
PYLLEHUS CUCTEMBI UNN CoaePXKaLLEeNCs B HEN MHpopmaLumn.

LlenocTtHOCTb MH(pOpMaLIMK — CNIOCOBHOCTL CPEACTBA BbIMUCIIUTENBHON TEXHUKA U
aBTOMaTU3MPOBaAHHOW CUCTEMbI OBECNeYMBaTh HEN3MEHHOCTb MHCPOPMALIMK B YCIIOBUSX Crydait-

HOrO U/WN NpegHaMEPEHHOTO UCKaXKEHNST (Pa3pyLLEHNS).



OBO3HAYEHUA U COKPALLEHUA
ABC — aHTUBMpPYCHbIE CpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTto
BTCC — BcrnomoraternbHble TEXHUYeCKMe cpeacTsa 1 CUCTEMBI
NCIOH — nHpopmaumoHHas cnuctema nepcoHasbHbIX aHHbIX
K3 — koHTponMpyemas 3oHa
JIBC — nokanbHas BbluMCNUTENbHAs CETb
M3 — mexceTeBOM 3KpaH
HC[ — HeCaHKUMOHMPOBaHHbLI OOCTYN
OC - onepaupmoHHas cuctema
MAH — nepcoHanbHble AaHHble
MMB — nporpaMmmHo-mMaTeMaTn4eckoe Bo3aencTeme
MO — nporpammHoe obecneyeHne
MAOMWH — noGo4yHbIE SNEKTPOMArHUTHBIE U3MNYYEHUS N HABOAKM
CA3 — cuctema aHanusa 3alWumLEeHHOCTU
C3W — cpencTtBa 3awmTthl MHOPMaLmMm
C3MNAH — cuctema (nogcmuctemMa) 3amTbl NEPCOHANbHbIX AaHHbIX
COB - cuctema obHapy>keHUs BTOPXXEHUI
TKYW — TexHnyeckme kaHasbl yTeukn nHdopmanmm

YBIMOH — yrpo3bl 6e30NacHOCTM NEPCOHANbHbIX AAaHHbIX
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BBEOEHUE

Hactoawan KoHuenuus mHdopmaumoHHon GesonacHoctn UVCTIOH Tanmbipckoro
MyHMUMNANbHOrO KaseHHoro obpasoBaTernbHOro ydpexaeHus «BonoyaHckas cpegHss
wkona Ne15 nmenun Orgo AkceHosoun» (Janee - OpraHunsauum), aBndetca opuLmanbHbIM
OOKYMEHTOM, B KOTOPOM OnpeferieHa cuctema B3rnsgoB Ha obecneyeHne nHgopmaum-
OHHOM 6e3onacHocTn OpraHmsaumu.

HeobxogumocTtb pa3spaboTkm KoHuenumm obycnoBneHa cTpeMmnTenbHbIM pacLunpe-
HMeM cdpepbl NPUMEHEHUST HOBENLLMX MH(POPMALMOHHBIX TeXHONorMm n npoweccoB B Op-
raHusaumm, npu obpaboTke nHpopmauumn BoobLLe, 1 NepcoHanbHbIX JaHHbIX B YaCTHOCTW.

Hactosawasa KoHuenuus onpegensiet OCHOBHblE LENW U 3agayn, a Takke obLuyio
cTpaTeruio NOCTPOEHUSA CUCTEMBI 3aLLMTbI NepcoHarbHbIX AaHHbIX (C3MMAH) OpraHmsaumu.
KoHuenuusa onpefensieT ocHoBHble TpeboBaHMa 1 Ba3oBble NOAXOAbl K UX peanusauuu,
ANa JOCTMXeHUs TpebyeMoro ypoBHs 6e3onacHOCTU MHopMaunn.

KoHuenuusa paspabotaHa B COOTBETCTBUM C CUCTEMHbIM MOAXOAOM K obecneuve-
HUIO MHpopMaUnoHHON Ge3onacHocT. CUCTEMHBLIN NOAXOA npeanonaraeT npoBeaeHue
KOMMNIieKCa MepOonpuUsaTUIA, BKIHOYMAKOLWMX UCCnegoBaHMe Yrpo3 MHgpopmaumoHHon 6Geso-
NacHOCTU u paspaboTky cuctembl 3awmtbl MNOH, ¢ NO3NUUN KOMMNNEKCHOrO MPUMEHEHMUS
TEXHUYECKNX N OPraHM3aunoHHbIX MEP U CPEACTB 3aLUMThbI.

Mog nHdopmaumnoHHon GesonacHocTbio MNOH NOHMMaeTcs 3alUULLEHHOCTL NEepco-
HanbHbIX AaHHbIX U obpabaTbiBatlollern Nx MHAPACTPYKType OT NMIOBLIX CryyYamHbIX Ui
3rI0HaMepeHHbIX BO3OENCTBUIN, Pe3yrnbTaTOM KOTOPbIX MOXET SIBUTbCA HaHeCeHune yLliep-
6a camon nHpopmaumu, ee Bnagenouam (cydbektam MNOH) unu nHdpactpyktype. 3agadu
NHopmaunoHHON 6e30MacHOCTN CBOAATCA K MUHUMU3auuKn yuiepba oT BO3MOXHOW pea-
nmnsaumn yrpos 6esonacHocTtu MNMOH, a Takke K NPOrHO3NMPOBAHUIO U NMPeaoTBpaLLEeHNo Ta-
KUX BO3OENCTBUMN.

KoHuenuusa cny>xut ocHOBOW Ans pa3paboTkM KOMMneKkca opraHM3aunoHHbIX U Tex-
HU4Yeckmx mep no obecneyeHunto nHpopmaynoHHon 6esonacHocTn OpraHmsaumm, a TaKkke
HOPMaTUBHbBIX U METOAMYECKUX AOKYMEHTOB, obecrneymBarolmx ee peanusaumio, U He
npegnonaraet nogMeHbl YHKLNIN rocyaapCTBEHHbIX opraHoB Bnactn Poccunckon depe-
pauun, oTBedvarwmx 3a obecneyeHne 6e30MacHOCTN MHEPOPMALMOHHBLIX TEXHOMOrMIA U
3awmTy nHopmauuu.

KoHuenuua asnaeTcs MeTogosiorm4eckom OCHOBOM ANS:

- (bopMmnpoBaHuA 1 NpoBeAeHNA eauHON NoNnTUKKM B obnactn obecneyveHunsa 6e30-
nacHoctu MNOH B NCIMOH Opranunsaymu;

- MPUHATUSA YNPaBfEHYECKUX peLleHMn U pa3paboTku NpakTU4EecKnx Mep Mo BO-
nnowieHnto nonutukn 6esonacHoct MNAOH 1 BbIpaboOTKM KOMMIEKca COornacoBaHHbIX Mep
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HOPMaTUBHO-NPAaBOBOIO, TEXHOMOMMYECKOro N OpraHN3aLMOHHO-TEXHUYECKOrO XapakTepa,
HanpaBMEeHHbIX Ha BbISBIIEHWE, OTpPaXeHwe W NUKBMAAUUIO MNOCNeAcTBUM peanusauum
pas3nun4yHbIX BUOoB yrpo3s MNAH;

- pa3paboTku npennoXeHur NO COBEPLUEHCTBOBAHMIO MPaBOBOro, HOPMaTUBHOIO,
MEeTOLMYECKOrO, TEXHUYECKOro U opraHnsaumoHHoro obecneyenna 6esonacHoctu MNOH B
NCIMAH Opranmnsauum.

O6nactb npumeHeHusa KoHuenuuu pacnpoctpaHsetca B TMK OY «BonoyaHckas
cpepHss wkorna Ne15 nvenn Orgo AkceHOBOW» B Criydae 3Kcnryataumm TeEXHUYECKUX U
nporpaMmmHbIx cpeacts NCTOH, B KOTOPbIX OCYLLECTBASETCA aBTOMaTU3MpoBaHHasi obpa-
ootka MAH.

MpaBoBon 6Gasonm ana paspaboTkm Hactoswen KoHuenuuu cnyxat TpeboBaHus
aencraeyrowmnx B Poccun 3akoHogaTenbHbIX U HOPMATUBHBIX AOKYMEHTOB MO 06ecneyeHnto

6e3onacHOCTM NnepcoHanbHbIX AaHHbIX (MOH).
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1 O6wue nonoxeHus

Hactosawasa KoHuenuus onpegensieT OCHOBHbIE LENW U 3adayn, a Takke obLuyio
cTpaTernio NOCTPOEHUS CUCTEMBI 3alUnTbl NepcoHanbHbIX AaHHbIX (C3MOH) OpraHnsauuuy,
B cooTBeTcTBUM C lNMepevHem UCTIOH. KoHuenums onpenensieT OCHOBHble TpeboBaHnA m
6asoBble NOAxoabl K UX peanusaummn, Ana AoCTuxkeHnsa TpebyemMoro ypoBHS 6e3onacHoCcTu
MHopMaLnu.

C3lNAn npeacraBnsaet cobon COBOKYNMHOCTb OPraHU3auNOHHbBIX U TEXHUYECKMX Me-
ponpuaTun onsa 3awutbl NOH OT HENpaBOMEPHOro UMM CriydanHoro AocTyna K HUM, YHUY-
TOXEHUS, U3MEeHeHUs, BNoKMpoBaHUSA, KOMMpoBaHWUA, pacnpocTpaHeHusa [lMOH, a Takxe
WHbIX HEMPaBOMEPHbIX AENCTBUM C HUMW.

BesonacHOCTb nepcoHarnbHbIX OaHHbIX OOCTUraeTcs nyTeM WCKIKYEHUS HeCaHkK-
LMOHNPOBAHHOIO, B TOM YuCne Cry4anHoro, 4ocTyna K nepcoHanbHbIM AaHHbIM, pe3yrb-
TaTOM KOTOPOro MOXET CTaTb YHUYTOXEHWe, U3MeHeHune, B6nokMpoBaHue, KonvpoBaHue,
pacrnpocTpaHeHne rnepcoHarbHbIX AaHHbIX, @ TaKKe UHbIX HECAHKLUMOHUPOBAHHbIX OENCT-
BUN.

CT1pykTypa, coctaB 1 ocHoBHble oyHKUnKn C3IMOH onpegensaioTcs ncxoaa ua knacca
WCIMAH. C3MOH BkNoYaeT opraHu3auMoHHbIE Mepbl U TEXHUYECKME cpencTBa 3aluThbl
MHpopMauun (B ToM yucne wngposanbHble (Kpuntorpadguyeckme) cpeactea, cpeacrtaa
npegoTBpaLleHnsi HeCaHKUMOHMPOBAHHOIO A0CTyna, yTeyku MHopmauuMm no TexHuye-
CKMM KaHanam, NporpaMMHO-TEXHUYECKMX BO3OENCTBUN Ha TEXHUYECKME cpeactea obpa-
6otkn MNOH), a Takke ucnonb3lyemble B MH(POPMALMOHHON CUCTEME MHGOPMALMOHHbIE
TEXHOMOIMW.

OTn Mepbl Npu3BaHbl 06ecneyYnTb:

- KOH(PMAEHUMANBHOCTb MHOpMaLuK (3almTa OT HECaHKLMOHMPOBAHHOIO O3Ha-

KOMIeHns);

- leNIOCTHOCTb MHopMauun (akTyanbHOCTb M HEMPOTMBOPEYMBOCTb MHGpOpMa-

unn, ee 3alllulLEHHOCTb OT pa3pyweHnd N HeCaHKUMOHUPOBAHHOIO VI3MeHeHl/IFI);

- AOCTYNHOCTb I/IHCbOpMaLl,I/II/I (BO3MO)KHOCTb 3a npuemMminemoe BpemMA NOoNyyYnTb

TpebyemMyo MHPOPMALIMOHHYIO YCAYry).

Ctagun co3gaHua C3IOH BKkNOYaloT:

- NpeanpoeKkTHas CTagud, BKIovaruwas npegnpoektHoe obceneposaHne WCTIOH,
pa3paboTKy TEXHMYECKOro (HaCTHOro TEXHMYECKOro) 3afaHns Ha ee Co3aHune;
- CTagma NpoekTnpoBaHunsa (paspaboTkn npoektoB) u peanusaumm WCIOH, BKto-

vatowasn paspabotky C3MNAOH B coctaBe NCT1OH;
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- cTagna Beoga B gencteme C3MOH, BKMoYawoLwasi ONbITHYK 3JKCniyaTauuio u
NpnuemMo-caaToYHblE UCMbITaHWUS CPEACTB 3alUnThbl UHGOPMAaLUK, a TaKkKe OLEHKY COOTBET-

cteusa VICIMNAOH TpeboBaHnam 6e30nacHOCTM MHGOPMaLMK.

OpraHusaunoHHble Mepbl NpegycMaTpyBaloT co3gaHne 1 nogaep)xaHue npaBoBOW
6a3bl 6e3onacHocTu MNOH 1 pa3paboTky (BBEAEHME B ENCTBME) NPeayCMOTPEHHbIX [onun-
TMKOM  WMHopmaumnoHHon 6BesonacHocTn  WCIIOH  cnegyoowmx  opraHvM3aumOHHO-

pacnopsaanTenbHbIX AOKYMEHTOB:
- MnaH meponpusaTun no obecnevexmto 3awmnTol MNOAH npu nx obpabotke B UCTOH;
- MnaH meponpmnaTnin No KOHTposto obecneyeHuns 3awmnTbl MNOH;

- Mopsgok pesepBMpoBaHns N BocCcTaHoBreHus pabotocnocobHoctn TC u MO, 6a3

JaHHbIX n C3U;

- JormkHocTHas uHeTpykuma agMmmnHuctpatopa UCIOH B yactn obecnedeHus 6e3o-

nacHoctu MNMOH npu nx obpabotke B UCTOH;

- [JomKkHOCTHas MHCTPYKUMSa agMmHncTpatopa 6esonacHoctu NCIOH;

- JomkHocTHas uHcTpykums nonb3osatens WCIMOH B yactnm obecnedeHus 6e30-
nacHoctu MNMOH npu nx obpabotke B UCTOH;

- IHCTpyKUMA Ha criydan BO3HUKHOBEHMUS BHELLUTATHOM CUTyauuu,

- PekomeHgauumn no Mcnonb3oBaHM0 NPOrpaMMHbIX U annapaTHbIX CPeacTB 3alum-

Tbl MHpOPMaLNN.

TexHuyeckne Mepbl 3aWUTbl PeanuayrTcs NpyY NOMOLLM COOTBETCTBYHOLUMX MpPO-
rPaMMHO-TEXHUYECKMX CPEACTB U METOA0B 3aLLMTHI.
MepeyeHb HEOOXOOUMBIX Mep 3alLMTbl MHCpOpMaUMK onpefensieTcs no pesynbTa-

TaMm BHyTpeHHen nposepkn 6esonacHoctn NCIOH OpraHnsaumm.
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2 3apaum C3NOH
OcHoBHon uenbto C3IMOH aBngeTca MUHUMM3aumsa ywepba oT BO3MOXHOW peanu-
3aumm yrpos 6esonacHoctu MNAOH.
[na poctuxkeHusa ocHoBHoOW uenu cuctema 6esonacHocty MOH WCIOH gomkHa

obecneunBatb ahPEKTUBHOE peLLEHNE cneayoLmnx 3agay:

- 3aWmnTy OT BMeLaTenbcTBa B npouecc pyHKkunoHnposaHmss ACIOH NOCTOPOHHMX
nuy, (BO3MOXHOCTb Mcnonb3oBaHus AC 1 gocTyn K ee pecypcam AO0SKHbl UMETb TONbKO
3aperncTpupoBaHHble YCTaHOBSIEHHLIM NOPAAKOM MONb30BaTENN);

- pasrpaHuMyeHne [OCTyna 3aperncTpuMpoBaHHbLIX MOMb3oBaTenen K annapaTHbIM,
nporpaMmmHbIM 1 MHGOopMaumoHHbIM pecypcam VCTIOH (BO3MOXHOCTb OOCTyrMa TOMbKO K
TEM pecypcam W BbINOSIHEHUSA TOMBbKO TEX onepaunin ¢ HUMMU, KOTOpble HEOBXOANMbI KOH-
KpeTHbIM nonb3oBatenam NCIOH ons BbINOAHEHUSA CBOMX CNYXeOHbIX 06s3aHHOCTEN), TO

€CTb 3alUnNTy OT HECAHKLMOHNPOBAHHOIO JOCTyna:
a) K uHcpopmauum, umpkynupytowein 8 UCIMAOH;
0) cpeacTBam BbluMCNIUTENBbHOWM TeXHUKU MCMOH;
B) annapaTHbIM, NPOrpaMMHbIM U KpUNTOrpadpMyeckum cpeacTeam 3alluThl,
ncnonbsyemsiMm B CTH;

- perucTpauuo encTBumM Nonb3oBaTtesnien nNpu MUCnosib30BaHUU 3alLMULLAEMbIX pe-
cypcoB VCIIOH B CUCTEMHBIX XXypHanax 1 nepuoanmvyecknin KOHTPONb KOPPEKTHOCTU AeNn-
CTBUW Nonb3oBaTernien CUCTEMbI NyTEM aHanM3a CoAepXUMOro 3TUX XypHaros;

- KOHTPOJSIb LenocTHocT (obecneyeHne HeM3MEHHOCTU) cpeabl UCMOMHEHNSA Npo-
rpamMm 1 ee BOCCTaHOBIIEHUE B CrlyYae HapyLUEeHUS;

- 3aWMTYy OT HEeCaHKLUMOHUPOBAHHOW MOAUMUKAUMN U KOHTPOSb LIENOCTHOCTU MUC-
nonb3yembix B UCIOH nporpaMmMHbIX CpeacTB, a Takke 3aliuTy CUCTEMbI OT BHEAPEHUS
HECaHKLMOHNPOBAHHbIX NPOrpamMMm;

- 3awmty MOH OT yTeykn No TeEXHUYECKMM KaHanam npu ee obpaboTke, XpaHEeHUN U
nepegaye no KaHanam CBS3MU;

- 3awmTty MNOH, XxpaHumon, obpabaTbiBaeMon 1 nepegaBaeMon No KaHanam CBs3u,
OT HECaHKLUMOHNUPOBAHHOIO pa3rfialleHns Ui NCKaXeHNs;

- obecneyeHne XuByyYecTu Kpuntorpadmyecknx CpeacTB 3aluTbl UMHGOpMauuu
NPy KOMNPOMETaLMN YacTK KMOYEBOW CUCTEMBI;

- CBOEBPEMEHHOE BbISIBNIEHNE UCTOYHUKOB yrpo3 6e3onacHocTu MNOH, NPpUYKnH 1 yc-
noBuKn, cnocobecTBylOWMX HaHeceHuto yulepba cybbektam [MOH, co3gaHue mexaHusma

onepaTMBHOIO pearnpoBaHusi Ha yrpo3bl 6e3onacHocTu MOH 1 HeraTMBHbIE TEHAEHUUN;
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- co3gaHve YCnoBuiA AN MUHMMM3auMM 1 fokanusauum HaHocumoro yuiepba He-
npaBOMEpPHbLIMU AENCTBUAMU (PUINYECKMX N FOPUANYECKUX NUL, ocriabneHne HeraTMBHOMO

BNUSHUS 1 NUKBUOAUNA NOCNeACTBMI HapyLweHnsa 6e3onacHocTu MOH.
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3 O6bEeKThI 3aWUTbI
3.1 NMepeyeHb UH(POPMaLMOHHBLIX CUCTEM
B OpraHusauum npounssoautca o6paboTka nepcoHarnbHbIX AAHHbIX B MHOpMaLM-
OHHbIX cuctema o6paboTkm nepcoHanbHbIX AaHHbIX (UCIOH).
MepeveHb UCIIOH onpepensieTcs Ha ocHoBaHuu OT4eTa No pesynbTaTaM BHYT-

peHHEeN NPOBEPKN.

3.2 MepeyeHb 06HLEKTOB 3aWUThbI
ObbekTamn 3awmnTbl ABNAOTCA — MHGOpMauus, obpabaTtbiBaemaa B VCIOH, u
TeXHU4eckme cpeacTa ee o6paboTkn 1 3awmThl. [lepeyeHb NepcoHanbHbIX AaHHbIX, NOA-
nexawue sawmTte, onpegeneH B lNepeyHe nepcoHanbHbIX OAaHHbIX, NoANexallmx 3awmre
B NCIMA.

OO6bekTbl 3aWMTbl BKOYAIOT:

1) O6pabaTtbiBaemasi MHcbopmMaumsi.

2) TexHonornyeckasi UHcpopmauys.

3) MporpaMmHoO-TeXHUYECKME CpeacTBa 0GpaboTku.

4) Cpepnctea 3awuthl MNOH.

5) KaHanbl nHopMaLumnoHHOro 06MeHa 1 TeNeKoOMMYHUKaLMW.

6) O6BbEKTbI M MOMELLEHMs], B KOTOPbIX pa3MeLleHbl komnoHeHTsl UCTOH.
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4 Knaccudmkauma nonb3oatenen UCMNOH

Monb3oBatenem VCIOH aBnseTca nuuo, yyacteyowee B OYHKLMOHMPOBAHUN UH-
(POPMaLIMOHHON CUCTEMbI MEPCOHANbHbIX AaHHbIX UMM MCMOMb3ylolee pesynbTaTbl ee
dyHKunoHuposaHus. Nonb3osatenem VUCIOH sasnsetca nobon cotTpyaHuk OpraHnsaumm,
nmetowmn goctyn Kk UCIMNLOH n ee pecypcam B COOTBETCTBUMN C YCTAHOBIIEHHLIM NOPSLKOM,
B COOTBETCTBMM C €ro PYHKLUMOHANbHbIMN 06A3aHHOCTAMMN.

Monb3osatenu NCIIOH gensatca Ha Tpu OCHOBHbIE KaTeropum:

1) Aamunuctpatop MCMNOH. CotpyaHuku OpraHusaumm, KOTopble 3aHUMalTCs Ha-
CTPOWKOWN, BHEAPEHNEM 1 conpoBoxaeHnem cuctemol. AgmmHnctpatop VUCIOH obnagaet
cnegylowuM ypoBHEM JocTyna:

- obnagaet NonHom nHopmaumen 0 CUCTEMHOM U MPUKITA4HOM Nporpamm-

Hom obecneyveHun NCTIOH;

- obnagaeTt nNonHOM WHopMaunen o TEXHUYECKUX CPeACcTBax U KOHQUry-
pauun NCT0OH;
- UMeeT OOCTYyN KO BCEM TEXHUYECKUM cpeacTBam 06paboTkm nHgopmaumm

n naHHbim NCTOH;

- obnagaet npaBamu KOHPUTYPUPOBAHUSA N agMUHUCTPATUBHON HACTPOWMKM

TexHudeckux cpeacts ACTOH.

2) Nporpammuct-paspabotumk UCMOH. CotpyaHukn OpraHusaumun. PaspaboTumk
WCIOH obnagaeT cnefyowmm ypoBHEM AocTyna:

- obnagaet mHpopmaumen ob anroputmax M nporpammax obpaboTkM UH-
dopmaumm Ha ACTMOH;
- obnagaeTt BO3MOXHOCTAMU BHECEHUs1 OWNBOK, HeaeKknapupoBaHHbIX BO3-

MOXXHOCTEN, NPOrpaMMHbIX 3aKNadoK, BPEOOHOCHbIX MporpaMm B MNpOrpaMmHoe

obecneyenne VCIOH Ha cTagum ee pa3paboTku, BHEAPEHMSA U CONPOBOXAEHUS;

- MOXeT pacnonaraTb NOObLIMKU (pparmMeHTamn MHopMaunm O TOMOsIormMun

NCIOH n TexHn4yecknx cpeacteax obpabotkm m 3awutsl MNMOH, obpabaTbiBaeMbix B

nCrngn.

3) Onepatop UCMAOH. CotpyaHukn OpraHusauum, y4acTBYHOLLMX B MpoLecce IKC-
nnyatauun NCIMOH. Onepatop NCIOH obnagaeT cneayowmm ypoBHEM JOCTyNa:
- obnagaetr Bcemu HeobxoaMmbiMu aTtpubyTamu (Hanpumep, naponem),

obecneymBaOLWMMMN JOCTYN K HEKOTOPOMY NoaMHoxecTBy MNOH;

- pacnonaraet KOHCbVI,D,eHLI,VIaJ'IbeIMVI OaHHbIMU, K KOTOPbIM UMEET OO0CTYN.

18



Kateropmn nonb3oBaTtenen [OOMmkHbl ObiTb onpegeneHbl ans kaxgon WCTIOH.
[omkHO OblTb YTOYHEHO pa3geneHne COTPYOHUKOB BHYTPU KaTeropuin, B COOTBETCTBUM C
TMNamu nonb3oBaTenen onpegeneHHbiMu B Nonutrnke nHpopmaumoHHon 6e30nacHOCTM.

Bce BbIsiBNeHHbIe rpynnbl nonb3osaTenen oTpaxatTca B OTyeTe no pesynbtaram
BHyTpeHHeun nposepku. Ha ocHoBaHun OT4yeTa onpeaensrTca npaBa 4ocTyna K arnemMeH-
Tam VCIOH ansa scex rpynn nonb3oBaTternien u oTpaxatTtca B MaTtpuue goctyna B [ono-

XXEeHUn O pasrpaHn4eHnn npae goctyna K O6pa6aTbIBaeMblM nepcoHasibHbIM AaHHbLIM.
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5 OcHOBHbIe NPUHLMNLI MOCTPOEHUSA CUCTEMbI KOMMJIEKCHOM 3awuTbl MHopMauun
MocTtpoeHne cuctembl obecneveHna 6esonacHoctn MNAH VUCIMOH Opranmsaumm u
ee (PyHKUMOHMPOBAHME OOSMKHbI OCYLLECTBATLCA B COOTBETCTBUW CO CneaylowmMn oc-

HOBHbIMW NPUHLMMNAMMU:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMEKCHOCTb;
- HEeNpPEepPbIBHOCTb;
- CBOEBPEMEHHOCTb;
- NPEEMCTBEHHOCTb U HEMPEPbLIBHOCTb COBEPLLUEHCTBOBAHUS;
- NepcoHanbHas OTBETCTBEHHOCTb;
- MMHUMMK3ALMS NONTHOMOYNIA;
- B3anMoOencTBMe U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMBI 3aLLUTHI;
- OTKPbITOCTb anropuTMOB U MEXaHU3MOB 3aLLUThI;
- NpocToTa NPUMEHEHUsI CPeacTB 3aLlUThl;
- Hay4YHasi 000CHOBaHHOCTb M TEXHUYECKas peanu3yemMocTb;
- cneumanusaums 1 NpodeccMoHanunsam;

- 0653aTENBbHOCTb KOHTPONS.

5.1 3akoHHOCTb
Mpeanonaraet ocyuwecTBrneHne 3awuTHbIX MeponpuaTun u paspabotky C3MOH
OpraHusauumn B COOTBETCTBMM C AENCTBYHOLMM 3aKOHOAATENbCTBOM B 06nacTu 3awumThbl
MAOH 1 gpyrmx HopMaTUBHbBIX akToB No 6e30nacHOCTN MHOPMaLUMK, YTBEPXKOEHHbIX opra-
HaMW rocyaapCTBEHHOM BracTu 1 ynpasneHns B npegeriax nx KoMneTeHUmu.
Monb3oBatenu n obcnyxmeatowmn nepcoHan MAH UCMNAOH OpraHnsaumm SOMKHbI
ObITb OCBEOOMIEHBI O Nopsaake paboThbl ¢ 3awmaemon nHgpopmaumen n 06 OTBETCTBEH-

HocTK 3a 3awmnTbl MNOH.

5.2 CucremHocTb
CuctemHbIn noaxoa k noctpoeHuto C3MAOH OpraHusaunmm npeanonaraeT yyeT BCeX
B3aMMOCBA3aHHbIX, B3aUMOAENCTBYIOLLNX U U3MEHSAIOLNXCH BO BPEMEHM INIEMEHTOB, YC-
noBMrM M (PaKTOPOB, CYLLECTBEHHO 3HAYMMbIX AN MOHUMAHUA U pelleHus npobnemsbl

obecneyveHuns 6esonacHoctu NAH ACMNOH OpraHnsaumn.
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Mpn co3gaHmMM cUCTEMbl 3alMThl OOSMDKHbI YYMTbIBATbCA BCe cnabble n Hanbonee
ysi3BUMble MecTa cuctembl obpabotku MOH, a Takke xapakTep, BO3MOXHble 0ObEKTbI U
HanpasrieHns atak Ha CUCTEMY CO CTOPOHbI HapyLumTenen (0CoO6eHHO BbICOKOKBanNnuum-
POBaHHbIX 3M0YMbILUNIEHHUKOB), MYTU MNPOHWKHOBEHUA B pacnpefefieHHble CUCTEMbl U
HC[I k nHpopmaumn. Cuctema 3awmTbl JOMMKHA CTPOUTBCHA C YH4ETOM HE TOSIbKO BCEX U3-
BECTHbIX KaHanoB NpoHukHoBeHna u HCL k nHdopmauuun, HO U C Yy4€TOM BO3MOXKHOCTHU

noasrieHNA NpnHUnnnanbHO HOBbIX nyTe|7| peanun3auunm yrpos 6e3onacHocTu.

5.3 KomnnekcHocTb

KomnnekcHoe ncnonb3oBaHMe MeToOOoB M CPeACTB 3aliMTbl NpeanonaraeT corna-
COBaHHOE NMPUMEHEHWEe pPa3HOPOAHbLIX CPeacTB MpU NOCTPOEHUN LENIOCTHOW CUCTEMBI 3a-
LWNTBI, NepeKpbiBaloLLEen BCe CYLLECTBEHHbIE (3HaYMMbIE) KaHanbl peanu3aumm yrpos u He
cofepxatlen crnabblx MeCcT Ha CTbIKax OTAENbHbIX €€ KOMMOHEHTOB.

3awmTa JormKHa CTPOUTBLCA 3JWENOHMPOBaHO. [na Kaxgoro KkaHana yTeyku WH-
dopMaumMm M ONa KaKaow yrposbl 6e30nacHOCTM OOMKHO CyLeCTBOBaTb HECKOSbKO 3a-
LWNTHBIX pybexen. Co3gaHne 3aWwmnTHbIX pybexen ocyLecTBNAeTCa ¢ y4eTOM TOro, YToobl
ANs X NpeofoneHns NOoTeHUManbHOMY 3M0YyMbIWIEHHUKY TpeboBanucb npodeccuo-
HanbHble HAaBbIKW B HECKOMNbKUX HEB3aMMOCBSA3aHHbIX 0bnacTsx.

BHewHasa 3awmTta gomkHa obecneunBatbCcs pusamnyeckumu cpeacteamm, opraHusa-
LUMOHHBIMW 1 NpaBoBbiMK Mepamn. OgHMM 13 Hambonee ykpenneHHbIX pybexen npu3saHbl
ObITb CcpeacTBa KpunTorpacmyeckon 3awmnTbl, peanm3oBaHHbIe C UCNOSNIb30BaHNEM TEXHO-
norun VPN. TMpuknagHon ypoBeHb 3aluuTbl, YYUTbIBAKOLWMA OCOBEHHOCTM MpeaMeTHOM

obnacTtu, npeacraBngeT BHYTPEHHUN pybex 3alumThl.

5.4 HenpepbiBHOCTb 3awuTbl MNOH

3awwmTa MNOH — He pa3oBoe MepornpusaTUE N He NPOoCTast COBOKYMNHOCTb MpoOBeaeH-
HbIX MEPONPUATUIA N YCTAHOBIEHHbIX CPEACTB 3allUnTbl, 8 HENPepPbIBHbIV LeneHanpasneH-
HbI NpoLuecc, npeanonarawmin NPUHATUE COOTBETCTBYIOLLIMX MEP Ha BCEX aTanax >Xu3-
HeHHoro uukna ACTOH.

WCIOH [omKHbl HAaxXoauTbCs B 3aLlUMLLEHHOM COCTOSIHUM Ha MPOTSXEHUU BCEero
BpeMeHU UX (PYyHKUMOHMpPOBaHUA. B COOTBETCTBUM C 3TUM MPUHLUNOM LOSMKHbI MPUHU-
MaTbCs Mepbl No HegonyLeHuto nepexona NCIOH B He3awmLEHHOE COCTOSHME.

BonblMHCTBY M3NYECKUX N TEXHUYECKUX CPeAcTB 3awuTbl Ons 3¢geKTUBHOro
BbINOSIHEHUSA CBOMX (PYHKLUMIA HEOBXOoaMMa NOCTOAHHAs TeXHUYEecKass U opraHM3aumoHHas
(agMuHUCTpaTMBHaA) noadepxka (CBOeBpeMeHHas cMeHa u obecneveHue npaBUibHOMO
XpaHeHNA N MPUMEHEHUS UMEH, naporneu, KItoven WngpoBaHna, nepeonpeaeneHue nors-

HOMo4MI U T.n.). MNMepepbiBbl B paboTe cpeacTB 3awnTbl MOTyT ObiTb MCMONb30BaHbI 3110-
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YMbILUNIEHHMKaMW AN aHanuMs3a npMMeHseMblX MeTo40B U CpeacTB 3aluThbl, ANa BHeape-
HUA cneyunanbHbIX NPOrpaMMHbIX U annapaTHbIX "3aknagok" u gpyrux cpencrs npeogorse-

HUA CUCTEMbI 3aLlLUTbl NOCJ1€ BOCCTAHOBJIEHUA €€ (byHKLI,VIOHVIpOBaHVIFI.

5.5 CBoeBpeMeHHOCTb

Mpegnonaraet ynpexagawLwmin xapaktep mep obecneveHmst 6esonacHoctu MNAOH, TO
€CTb NOCTaHOBKY 3agad no komnnekcHon 3awmte VCIMOH n peanusauunio mep obecneve-
Husa 6esonacHocTn MNOH Ha paHHMX cTaguax paspabotkn VCTIOH B uenom n ee cuctemol
3aWwmThbl MHOpMaLMK, B YACTHOCTMW.

PaspaboTka cuctembl 3awWuTbl AOSMKHA BECTUCb NapannenbHO ¢ pa3paboTkon u
pasBMTMEM CaMOW 3aliuLaeMOn CUCTEMbI. OTO NO3BONUT yyecTb TpeboBaHua Gesonac-
HOCTW NPWU NPOEKTUPOBAHUN apXUTEKTYPbl U, B KOHEYHOM cyeTe, co3aaTtb bonee addek-

TUBHbIE (KaK Mo 3aTpaTam pecypcoB, Tak U MO CTOMKOCTU) 3aLLULLIEHHbIE CUCTEMbI.

5.6 NMpeeMCTBEHHOCTL M COBepLUeHCTBOBaHUe
MpegnonaraloT NOCTOSIHHOE COBEPLUEHCTBOBAHME MeEP U CPeacTB 3awmTbl MHADOP-
MauuM Ha OCHOBE NPEEMCTBEHHOCTU OPraHU3auMOHHbIX U TEXHUYECKUX PELUEeHU, Kagpo-
BOro cocrtaBa, aHanmsa yHkunoHuposaHus CIMOH 1 ee cnctemMbl 3awuTbl C y4€TOM U3-
MEHEHM B METOAAX MU CpeacTBax nepexsara MHopmMauumn, HopmaTUBHbLIX TpeboBaHMin No

3awmnTe, 4OCTUTHYTOrO OTEYECTBEHHOTO M 3apyBEeXHOro onbiTa B 3TON obnacTu.

5.7 NepcoHanbHasi OTBETCTBEHHOCTb
MpeanonaraeTt BO3noOXeHMe OTBETCTBEHHOCTM 3a obecneveHne 6e3onacHocTu MNOH
N cucTtemMbl X 06paboTKM Ha Kaxaoro COTpyaHMKa B npegenax ero nofiHomoumn. B coot-
BETCTBUM C 3TMM MPUHUMNOM pacnpeaeneHue npae u 0683aHHOCTEN COTPYOAHWUKOB CTPO-
NTCA Takmm obpasom, 4YTobbl B cnyyae ndoro HapylleHuUst Kpyr BUHOBHUKOB Obln YETKO

n3BecCTeH unm ceeaeH K MUHMMyMy.

5.8 MpuHUMN MMHUMM3ALUN NONTHOMOYUIA
OsHavaeT npegocTaBreHne nosib3oBaTensiM MUHUMarbHbIX NpaB 4OCTyna B COOT-
BETCTBMM C NPOU3BOACTBEHHOMW HEOOXOAMMOCTbLIO, HA OCHOBE MPUHUMNA «BCE, YTO He
paspeLleHo, 3anpeLLeHo».
Hoctyn k MOH gomkeH npefocTaBnsaTbCA TONbKO B TOM Crnyyae n obbeme, ecnm 3T1o

Heob6xoaumo COTPYOHUKY O1A BbINONMHEHUA €ro A0JMKHOCTHbIX 0bs13aHHOCTEN.

5.9 BsaumopgenictBue U COTPYAHNYECTBO
Mpegnonaraet co3gaHne BnaronpusaTHOM aTtmocdepbl B KOMNMEKTUBaX noapasge-
nenun, obecneumparowmx gestenoHoctb NCIMOH OpraHusaumn, onsi CHWKEHUS BEpOsT-

HOCTW BO3HUKHOBEHUSI HEFATUBHbLIX OENCTBUIM CBA3AHHbBIX C YESTOBEYECKUM CbaKTOpOM.
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B Takon obcTaHoBKe COTPYOHWKN OO0J1KHbl OCO3HaHHO cobnogaTb YCTaHOBJ1EHHbIE
npasuia N OKa3blBaTb CoLeNCTBME B OEATENTbHOCTU noupasqeneHMﬁ TEXHMYECKOMN 3aLLn-

Tbl MHPOPMaLINN.

5.10 MmbkocTb cucTembl 3awmThbl NMOH
MpuHATbIE Mepbl U YCTaHOBMEHHbLIE CPeacTBa 3aluTbl, OCOOEHHO B HaudarbHbIN
nepuoa ux akcnnyataumm, moryT obecneymBaTb Kak Ype3MepHbIA, Tak N HEJOCTATOYHbIN
YypOBeHb 3awwnTbl. [ns obecneyeHns BO3MOXHOCTM BapbUPOBaHWS YPOBHEM 3aLLMLLEHHO-
CTW, CpeacTBa 3alnTbl JOIMKHbI 06nagatb onpegeneHHon rmékocTbto. OCoOBEHHO BaXXHbIM
9TO CBOWCTBO SIBNSIETCA B Te€X Cry4vasix, Korga yCTaHOBKY CPeACTB 3alumTbl HeoOxoaumo
OCYLLECTBNATb Ha paboTaloLyo CUCTEMY, HE HapyLuasi NpoLecca ee HopMaribHOro gyHK-

LUMOHNPOBAHUA.

5.11 OTKpbLITOCTL aNropuTMOB U MEXAaHU3MOB 3aLUUThbI
CyTb NpuHUMMA OTKPLITOCTU anropuTMOB M MEeXaHUM3MOB 3alUWTbl COCTOUT B TOM,
YTO 3alUMTa He JormkHa obGecneynBaTbCs TOMbKO 3a CYET CEKPETHOCTU CTPYKTYPHOI opra-
HM3aUUN U anropuTMOB PYHKLIMOHMPOBAHUS ee MOACUCTEM. 3HaHWe anropuTMoB paboThbl
CUCTEMbI 3alUUTbl HE [OOIMKHO OaBaTb BO3MOXHOCTM €€ MpeodorneHus (Oaxe aBTopam).
OfHako, 3TO He 03HayaeT, YTo MHOopPMaUMs O KOHKPETHOW CUCTEME 3aluTbl JOSKHa

ObITb 06LWenoCTynHa.

5.12 MpocToTa NpUMEHeHns CpeacTB 3almnTbl

MexaHn3mbl 3aWunTbl OMKHbI 6bITb MHTYUTUBHO MNOHATHBI U MPOCThI B UCNOJSIb30Ba-
HuK. MNMpnmeHeHne cpeacTB 3aWmnThl HE JOMKHO ObITb CBA3AHO CO 3HAHMEM crneumanbHbIX
A3bIKOB UMW C BbINOSIHEHMEM AENCTBUKN, TPebylowmx 3HauYuTesnbHbIX LOMOSHUTENbHbIX
Tpygosatpatr npu o6blvHOM paboTe 3aperMCTpupoBaHHbIX YCTAHOBMIEHHbIM MOPAOKOM
nonb3oBaTenen, a TaKkke He AOMKHO TpeboBaTb OT NOMb30BaTENS BbINOSIHEHUSA PYTUHHbBIX
MarnonoHATHbIX eMy onepaunin (BBOA HECKOSTbKUX Naponen u UMeH u T.4.).

[omkHa gocturatbca aBToMaTuU3auusa MakCUMarbHOro Ynucna AencTemin nonb3oBa-

Tenen n agmumHucTpaTtopos NCIOH.

5.13 HayyHas 060CHOBaHHOCTb U TeXHUYeCcKasa peanu3yeMocTb
NHopMaLMOHHbIE TEXHONOMMK, TEXHUYECKME U NpOorpaMMHble CpeacTBa, cpeacTsa
MU Mepbl 3aluMTbl MHpOPMaLUN OOMKHbI ObiTb peann3oBaHbl HA COBPEMEHHOM YPOBHE
Pa3BUTUS HAYKN N TEXHWKW, HAy4YHO OBOCHOBaHbI C TOYKM 3PEHUS AOCTUXKEHUSA 3a4aHHOIo
YPOBHS 6e30MacHOCTM MHOPMALMU U OOSKHbI COOTBETCTBOBATL YCTaHOBMEHHbIM HOp-

Mam n TpeboBaHmnsam no 6esonacHocTyn MNAH.
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C3lNOH gomkHa GbITb OPMEHTMPOBAHA Ha peLUeHUsi, BO3MOXHbIE PUCKM AN KOTO-
pbIX N Mepbl NPOTUBOAENCTBUS STUM PUCKaM MPOLUIIM BCECTOPOHHIOK TEOPETUYECKYHO U

MPaKTUYECKyto NPOBEPKY.

5.14 Cneumnanusauus u npodeccuoHann3m
MpegnonaraeT npueneyeHne K paspaboTke CPeAcTB M peanusaumm mep 3aluThbl
MHpOpMaLMKN Cneunanu3vpoBaHHbIX OpraHu3auuii, Haubonee noAroTOBIEHHbLIX K KOH-
KpeTHOMY BUAYy AesATenbHOCTU no obecnedeHuto GesonacHocTu MOH, MMELWMX OnbIT
NpaKTU4eckor paboTbl M roCyAapCTBEHHYIO NIULEH3NIO Ha NPaBO OKasaHUsi YCryr B 3TOW
obnactu. Peanusaumsa agMUHUCTPaTMBHBIX MEpP M 3KCniyaTaumus CpeacTs 3alumTbl JOSK-

Ha OCyLLeCTBNATbCA HpOd)eCCVIOHaJ'IbHO noaroToBrieHHbIMK cneunarimctaMmm y‘-lpe)K,D,eHI/IFI.

5.15 O6sa3aTenbLHOCTL KOHTPONS

MpeanonaraeT ob6A3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISBNEHUSA U MpeceveHns
MONbITOK HapyLLEHUS YCTAHOBMEHHbIX NpaBun obecneveHns 6esonacHocTn MOH Ha OCHO-
BE€ MCMOMb3yeMblX CUCTEM U CPEACTB 3aluUTbl MHGOPMALIMK NPU COBEPLLEHCTBOBAHUM
KPUTEPUEB U METOA0B OLIEHKN 3(PIMEKTUBHOCTM STUX CUCTEM U CPEACTB.

KoHTponb 3a AeAaTenbHOCTLIO N0Boro nonb3oBaTens, Kaxaoro cpeacTsa 3aluTbl 1
B OTHOLLEHMW MGOro 06bLEKTa 3aLUThI AOMKEH OCYLLIECTBMATLCA HAa OCHOBE MPUMEHEHUS
CPEACTB OMnepaTMBHOIO KOHTPONS U pernctTpauum u AOMMKEH OXBaTbiBaTb Kak HeCaHKLMO-

HUpPOBaHHbIE, TaK N CAHKUMOHNPOBAHHbLIE AencTBus nonb3oBaTenen.
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6 Mepbl, MeTOAbI M cpeacTBa o6ecneyeHusi TPebyemMoro ypoBHSA 3aLLULLEHHOCTH
ObecneyeHune TpebyemMoro ypoBHS 3aLLMLLEHHOCTM OOIDKHOCTM AOCTUraTbCs C UC-
nonb30BaHNEM Mep, MeTOOO0B M cpeacTB GesonacHocTn. Bce mepbl obecneveHns 6e30-

nacHoctn VCIOH nogpasaenstotca Ha:
- 3aKOoHoJaTernbHble (NpaBoBbIe);
- MOpanbHO-3TUYeCKNE;
- OpraHu3aumoHHble (aAMUHUCTPATUBHBIE);
- pusmnyeckue;

- TEXHMYECKMe (annapaTHble U NPorpaMMHbIE).

6.1 3akoHopaTenbHbIe (NpaBoOBbLIE) Mepbl 3aWUTbI
K npaBoBbIM Mepam 3alUMTbl OTHOCATCA AEWCTBYIOLIME B CTPaHe 3aKOHbI, yKasbl U
HOpMaTUBHbIE aKkTbl, pernameHTupyowme npasuna obpawenua ¢ MNOH, 3akpennswowme
npaesa N 00A3aHHOCTU Y4aCTHUKOB MH(OPMAaLMOHHBIX OTHOLLEHMIN B npouecce ee obpa-
BOTKM M MCNOMNb30BaHWA, a Takke yCTaHaBnMBalLME OTBETCTBEHHOCTb 3a HapyLUEHWS
3TUX NpasBwui, NPenATCTBYS TEM CaMblM HEMPaBOMEPHOMY Mcnonb3oBaHuo MNOH 1 asnsto-

LmMecsa caepXxuaarownm akTopom A8 NoTeHUnanbHbIX HapyLwmTenen.
[MpaBoBble Mepbl 3aLMTbl HOCAT B OCHOBHOM YynpexaatloLwmnn, npouiaktmyeckmm
Xapaktep 1 TpebyloT NOCTOSAHHOM pa3bsACHUTENbHOW PaboTbl C Nonb3oBaTensMun n obeny-

XnBawwmm nepcoHarioMm CUCTEMBbI.

6.2 MopanbHo-3TU4YecKkne Mepbl 3aLWMThI

K MOpanbHO-3TMYeCKMM Mepam OTHOCSTCH HOPMbl NOBEAEHWSs, KOTOpble Tpaguum-
OHHO CITOXWINCb UMW CKNaablBalOTCA No Mepe pacnpocTpaHeHns OBM B cTtpaHe unu ob-
uecTtse. AT HOPMbI BOrbLUEN YACTbIO HE ABNAITCA 06s13aTEeNbHBbIMU, KakK 3aKoHoA4aTeNb-
HO yTBEPXOEHHble HOPMAaTMBHbIE aKTbl, OAHAKO, UX HecobnoaeHne BegeT 0ObIYHO K Na-
OEHN0 aBTopuTeTa, MpPecTuxa Yernoseka, rpynnbl nvy unu opraHusaumm. MoparnbHo-
3TMYeckme HopMbl BbIBaKOT Kak HenucaHble (Hanpumep, obLenpusHaHHble HOPMbl YECTHO-
CTW, NaTpnoTnamMa u T.M.), TaK N nucaHble, TO eCTb 0POPMIIEHHbIE B HEKOTOPLIN CBOA (YC-
TaB) Npasusl UN1 NpeanuCcaHnin.

MopanbHOo-aTu4yeckne Mepbl 3alMTbl SBASIOTCA NpodunakTmyeckumm n tpebytoT
NOCTOAHHOM paboTbl NO CO34aHMI0 340POBOr0 MOParbHOMO KNuMaTa B KONMeKkTuBax nop-
pasgeneHnn. MopanbHO-3aTU4YeCKUe Mepbl 3aLMTbl CHUXKAKT BEPOATHOCTb BO3HUKHOBEHUS

HeraTUBHbIX 4eNCTBUN CBA3aHHbIX C YerIoBEYECKUM (PaKTOPOM.
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6.3 OpraHu3auunoHHble (aAMUHUCTPATUBHbIE) Mepbl 3alUTbI

OpraHunsaunoHHble (agMUHUCTPAaTUBHbLIE) Mepbl 3alnTbl - 3TO Mepbl OpraHuM3aum-
OHHOro XapakTtepa, perrnameHTupyowme npoueccsl gpyHkumoHnposaHna NCIOH, ncnons-
3oBaHue pecypcoB VCIOH, oesatenbHOCTb 06CNyXmnBatoLero nepcoHana, a Takke nops-
OOK B3ammopgencteusa nonb3osartenien ¢ NCIMNOH Takum obpasom, 4Tobbl B HanbonbLuemn
CTeneHn 3aTpyaHnTb NN UCKIIOYMTb BO3MOXHOCTL peanusaumm yrpo3 6e3onacHoCTn unm
CHU3UTb pa3Mep NoTepb B Criyyae ux peanusauuu.

maBHas uenb agMUHUCTPATMBHbLIX Mep, NpeanpuvHMMaeMblX Ha BbICLUEM Yynpas-
neH4yeckoM ypoBHe — ccopmupoBaTh MonNuTUKYy MHdopMaunoHHon GesonacHoctu [H
(oTpaxatowyo noaxoabl K 3awmrte nHgpopmauun) n obecneynTb ee BbINOMNHEHME, Bblae-
nsast HeoBXoANMbIE PECYPChl U KOHTPONUPYS COCTOSIHME Aen.

Peanunsauusa Monutukn mnHgopmaumoHHon 6e3onacHoctu MAOH B NCIMOH cocTosaT
U3 Mep agMMHUCTPATMBHOIO YPOBHSA U OpraHU3auMOHHbIX (NpouedypHbIX) Mep 3aluThbl
MHopMauuu.

K agMUHUCTpaTUBHOMY YPOBHIO OTHOCHATCS peLUeHWd pyKoBOACTBA, 3aTparnsaro-
wue gearensHoctb NCIOH B uenom. 3Ty pelleHna 3akpennsotca B [lonutnke nHgop-
MaLUMOHHOW 6e3onacHOCTU. MNMpmMepomM Takmx peLeHnn MoryT ObiTb:

- NPUHATUE peLleHns 0 POPMUPOBAHUN UMNN NEPECMOTPE KOMMIEKCHOW NporpamMmmbl
obecneyeHunsa 6esonacHocTu MNOH, onpeaeneHne OTBETCTBEHHbIX 3a ee peanusaumnio;

- opmynupoBaHue Lernen, NocTtaHoBKa 3ajad, onpefeneHvne HanpasreHun aes-
TenbHoCcTU B obnacTtu 6e3onacHocTty MNAH;

- MPUHATUE peLleHui Mo BonpocaM peanusaumm nporpaMmmel 6€30nacHOCTU, KOTO-
pble paccMmaTtpuBaloTca Ha ypoBHe OpraHusaumm B LEnowm;

- obecneyeHne HopmaTmMBHOM (NpaBoBon) 6a3bl BONpocoB 6e30MacHOCTU U T.1.

Monuntrnka BepxHEro ypoBHS OOMKHA YETKO 04epTUTb cdrepy BNUAHUSA U OorpaHnye-
HUS Npy onpegeneHun uenen 6esonacHoctu MNMOH, onpegenuTb KakMMmn pecypcamm (Ma-
TepuanbHble, NepcoHasn) oHn ByayT AOCTUrHYTbHI U HANTU Pa3yMHbIA KOMMPOMUCC MEXAY

npuemMnemMbiM ypoBHEM 6e3onacHOCTU U PyHKUMoHanbHocTblo NCTIOH.

Ha opraHu3auMOHHOM YypOBHe onpefensalTcs npoueaypbl U npasuna OCTUXKEHUS
uenen n pewenunsa 3agad MNMonutnkm nHgpopmauymoHHon 6esonacHoctn MOH. 3T npasuna

onpeaensioT:
- KakoBa obnacTb NPUMeEHeHUs NonUTUKKM 6esonacHocTy MNOH;

- KaKOBbl ponn U 00513aHHOCTN AOJMKHOCTHLIX NUL, OTBevarlime 3a nposegeHne

NoNuTMKM 6e30nacHoOCTn MOH, a TaKk xe nx YCTaHOBUTb OTBETCTBEHHOCTb;
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- KTO umeeT npasa goctyna K MNAH;
- KaKMMKn Mepamu 1 cpeacteamm obecneumBaeTcs 3awmra lMNOH;

- KaknMn Mepamn n cpegcrsamm obecneunBaeTcs KOHTPOJ1b 3a cobntogeHnem

BBEAEHHOro pexnma 6e30nacHoCTu.

OpraHu3aunoHHble Mepbl AOMKHbI:

- NpegycMmatpuBaTb perfiaMeHT WH(OPMAUNOHHbBIX OTHOLUEHWUA, WUCKITHYaoLWMX
BO3MOXHOCTb HECAHKLMOHMPOBAHHbIX AENCTBUA B OTHOLLEHUN OOBEKTOB 3aLLMUThI;

- onpeaendaTb KOanuumoHHbIE N nepapxmyeckme NpuHUMNbl 1 MeToabl pasrpaHuye-
HUA goctyna K MNOHx;

- onpeaenaTb NOPSAOK paboTbl € NPOrpaMMHO-MaTEMaTUYECKUMUN N TEXHUYECKUMMU
(annapaTtHble) cpeacTBaMm 3aWmnTbl U KPUNTO3aLWUTbl U APYruX 3alUTHBIX MEXaHU3MOB;

- opraHu3oBaTb Mepbl npotusogencTems HCL nonb3oBaTtensMm Ha atanax ayTeH-
TMduKkauun, asTopu3auuu, naeHTudukaumm, obecneymBaloWMX rapaHTM peanusaumm

npaB U OTBETCTBEHHOCTU CY6HLEKTOB MHPOPMALIMOHHBLIX OTHOLLEHUIA.

B opraHnsaunoHHble Mepbl AOMKHbI COCTOATb U3:

- pernamenTa goctyna B nomewenna ACIOH;

- NOpAJO0K Jorycka COTpyaHMKOB K ucronb3oBaHuto pecypcos VCIOH OpraHusa-
unu;

- pernameHTa npoueccoB BeaeHna 6a3 JaHHbIX U OCYLLECTBNEHNS Moandmkaumm
MHPOPMAaLMOHHBIX PeCypCoB;

- pernameHTa npoueccoB O6CnyXnBaHUs U OCYLLECTBNEHMS mMoaudmkaumm anna-
paTHbIX U NporpamMHbix pecypcos NCIOH;

- MHCTpyKumnn nonedoBatenen ACIMOH (agmuHncTpaTopa NCIOH, agMuHucTpaTopa

6esonacHocTn, onepatopa NCIIOH);

- MHCTPYKUKA noJib3oBaTeNA Nnpn BOSHMKHOBEHNN BHELWUTATHbIX CVITyGLI,VIVI.

6.4 ®usnyeckue mepbl 3aWUThbI
dusnyeckme Mepbl 3alUTbl OCHOBaHbI Ha NMPUMEHEHWM PasHOro poga MexaHude-
CKWX, 3NEKTPO- UINN IMNEKTPOHHO-MEXAaHUYECKMX YCTPOMCTB U COOPYXEHWIA, crieumanbHo
npeaHasHa4YeHHbIX AN co3gaHua OU3NMYECKMX MPENATCTBUI Ha BO3MOXHbIX MyTAX MpPO-

HUKHOBEHUNA N OOCTYyMa noTeHuunarbHbIX HaprJMTeﬂeVI K KOMMNOHEeHTaM CUCTeMbl N 3allun-
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LLlaeMon MHpopmauun, a Takke TEXHUYECKUX CPEeACTB BM3yaribHOro HabroaeHus, CBA3N U
OXPaHHOW CUrHanu3aunu.

dusnyeckasa 3awmTa 3gaHum, noMeLlleHnn, o6beKToB KU cpeacTB MHopmaTmM3aumm
OOIKHA OCYLLECTBIATLCA NMYyTEM YCTAHOBIIEHUS COOTBETCTBYIOLLMX NOCTOB OXPaHbl, C Mo-
MOLLIbIO TEXHUYECKMX CPeacTB OXpaHbl unu nbbiMu apyrumu cnocobamn, npenoTspa-
LWALWMMN UMW CYLLLECTBEHHO 3aTPYAHSAOWMMN NPOHUKHOBEHUE B 3[4aHMe, MOMELLEHUS
NMOCTOPOHHMX 1L, XMLEHNE NHPOPMALMOHHBLIX HOCUTENEN, CaMNX CPeacTB MHdopmaTu-
3aUMn, UCKITYAKLWMMN HaXOXOeHNe BHYTPU KOHTPONMpPyeMOW (OXpaHAEMOM) 30HblI TeX-

HNYECKNX CpencCTB pa3BeKun.

6.5 AnnapaTHo-nporpamMmMHbie cpeacTBa 3awmTbl MOH

TexHnyeckne (annapaTHO-NPOrpaMMHbIE) MepPbl 3alUTbl OCHOBaHbI Ha MCMNONb30-
BaHWN Pa3fNYHbIX 3MEKTPOHHbBIX YCTPOMUCTB U CheunarnbHbIX NporpaMmm, BXOASLMX B CO-
ctaB VCIOH v BbINOMHSALWNX (CAMOCTOATENBHO UKW B KOMMMEKce C ApYyruMu cpencTBa-
MU) (PYHKUUKM 3aWnTbl (MOEHTUUKALMIO N ayTEHTUMUKAUUIO NoSib3oBaTenen, pasrpaHu-
YeHne JocTyna K pecypcam, peructpaumio cobbiTui, Kpuntorpaduyeckoe 3akpbiTue MH-
dopmaumm n 1.4.).

C yuyetom Bcex TpeboBaHun n npuHUMNoB obecnedeHus 6esonacHoctn OH B
WCIOH no Bcem HanpaBreHnsaMm 3aLlimTbl B COCTAB CUCTEMbI 3aLLNTLI OMKHbI OblTb BKIHO-
YeHbl crnegyolmne cpeacTaa:

- cpeacTBa MaeHTUdukauum (ono3HaBaHUs) U ayTeHTUdukaumm (NoaTBepXaeHus
nognuHHocTKn) nonb3oatenen NCIOH;

- CpeacTBa pasrpaHuYeHnsa OOCTyrna 3aperMcTpupoBaHHbIX Nonb3oBaTesien cucTe-
Mbl K pecypcam NCIOH OpraHnsauuu;

- cpeacTtBa obecneyeHnst 1 KOHTPONSA LENOCTHOCTM MPOrpaMMHbIX U MHpopmMaum-

OHHbIX PecypcoB;
- cpeacTBa ornepaTMBHOIO KOHTPOIS U perncTpaumm cobbituin 6esonacHoCTy;

- KpynTorpaduyeckue cpeactaa 3awmtbl [NOH.

YcnewHoe npuMeHeHne TeXHUYECKUX CPeacTB 3alnTbl HA OCHOBAHWW NPUHLMUMNOB
(pasgen 5) npegnonaraeT, YTO BbINOSIHEHME MEPEYNCTIEHHBIX HUXe TpeboBaHun obecne-
YEeHO OpraHM3auMOHHbIMK (aOMUHUCTPATMBHBLIMU) MepaMu U UCMONb3yeMbIMU (PuUsnye-

CKUMU cpeactBamMiu 3allUTbI:

- obecneyeHa umsnyeckasa LenoCTHOCTbL Bcex KoMnoHeHT NCT10H;
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- Kaxabln coTpyaHuk (nonb3osatens VCIIOH) unu rpynna nonb3oBatenen unmeet
YHUKaNbHOE CUCTEMHOE MMS U MUHUManbHO HeobxoauMble AN BbINOSIHEHUS UM CBOMX
PYHKUMOHanbHbIX 06593aHHOCTEN MOMHOMOYMSA NO JOCTYNY K pecypcam CUCTEMBI;

- B ACMNAOH OpraHmsaumn paspaboTka n oTnagka nporpaMmm OCYyLLECTBNAETCS 3a
npeaenamu NCIOH, Ha ncnelTatenbHbIX CTEHAAX;

- BCE U3MEHEHUNSA KOHUrypauum TEXHMYECKUX U nporpammHbix cpencts NCIOH
NPOM3BOAATCS CTPOro YCTaAHOBMEHHbIM MOPSAKOM (PETMCTPUPYIOTCSA U KOHTPOSNMPYHOTCS)
TONbKO Ha OCHOBaHWM pacnopsikeHun pykoBoacTea OpraHusaumu;

- ceTeBoe obopynoBaHWe (KOHLEHTPATOpPbl, KOMMYTATOpPbl, MapLlipyTU3aTopbl W
T.N.) pacnonaraeTcs B MecTax, HeAOCTYMHbIX ANA NOCTOPOHHUX (CreuumanbHbIX nomMeLle-
HUAX, WKadax, u T.n.);

- cneunanuctammn OpraHmsaumm OCYLLECTBSETCS HenpepbiBHOE YrpaBfieHne u

agMUHUCTpaTMBHasA noaaepkka yHKLUMOHMPOBaHUS CPEACTB 3aLUUTbI.
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7 KoHTponb 3adcekTnBHOCTU cucTeMbl 3awmTbl UCMNOH OpraHmnsauum

KoHTponb adpdpektnsHocTn C3IMOH gormkeH OCyLleCcTBNAETCH Ha Nepuoanyeckon
ocHoBe. Llenblo KOHTpona a(pdekTUBHOCTU SBMNAETCA CBOEBPEMEHHOE BbISIBIEHME He-
Hagnexawmx pexmmo paboTtbl C3IMNOH (OTKMOYEeHWEe CpenCcTB 3alMThbl, HapyLleHne pe-
XWMOB 3alUnTbl, HECAHKLMOHMPOBAHHOE U3MEHEHNE pexuma 3alimTbl U T.M.), a TaK npo-
rHO3MPOBAaHWE N NPEBEHTUBHOE pearMpoBaHne Ha HoBble yrpo3bl 6e3onacHocTu MOH.

KoHTponb MoOXeT NpoBOAMTLCA Kak agMuHucTpatopammn 6esonacHoctn WCIOH
(onepaTmBHbBIM KOHTPOSIb B NpoLiecce MHdopmMmaunoHHoro B3anmogencteusa B UCINOH), Tak
N NpuBreKkaeMbiM/ ANA 3TON Lenv KOMNETEHTHbIMU OpraHu3aunsMn, NMeLWNMN NULEH-
3110 Ha 3TOT BUA AeatenbHocTn, a Takke PCTIK Poccun n ®Cb Poccumn B npegenax mnx
KOMMNEeTEeHLMMN.

KoHTpOonb MOXeT OCyLLeCTBAATLCA aAMUHUCTpaTOpoM 6e30MacHOCTU Kak C NoMOo-
Wb LWTaTHbIX CPeACcTB cucTeMbl 3awmtbl MNMOH, Tak 1 ¢ NOMOLLBI cneunanbHbIX Npo-
rPaMMHbIX CPeACTB KOHTPOSS.

OueHka appekTnBHOCTM Mep 3awmTbl [1OH NnpoBOAUTCS C NCMONb30BAHNEM TEXHU-
YeCKMX MU NPOrpamMmMHbIX CPeACTB KOHTPOMSA Ha NpeamMeT COOTBETCTBUS YCTAHOBMEHHbLIM

TpeboBaHUAM.
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8 Cdhepbl oTBeTCTBEHHOCTHN 3a 6e3onacHocTb MOH

OTBeTCTBEHHbIM 3a pa3paboTKy Mep U KOHTporb Hag obecneyeHmem 6e30nacHOCTH
nepcoHanbHbIX AaHHbIX sBNAeTca pykoBoauTenb OpraHudauuun. PykoBoauTenb MOXeT
AenermpoBaTtb 4acTb NOSIHOMOYMA NO obGecneyeHnto 6e30MacHOCTN NepCoHanbHbIX OaH-
HbIX.

Cdpepa OTBETCTBEHHOCTM pPyKOBOOMTENS BKMIOYAET Ccriedyolne HanpasreHus
obecneyeHuns 6esonacHocTn MNOH:

- MnaHupoBaHne n peanuaaums mep no odecneveHnto 6esonacHoctn MNAH;

- AHanu3 yrpo3 6e3sonacHocTu MNOH;

- PaspaboTky, BHegpeHue, KOHTPOSb UCMOMHEHNA U NogaepXaHne B akTyarbHOM
COCTOSIHUM MONUTUK, PYKOBOACTB, KOHLUENuUUA, npoueayp, pernameHToB, WHCTPYKUUA U
ApYyrnx opraHn3aunoHHbIX JOKYMEHTOB no obecneveHuto 6e30nacHOCTY;

- KoHTponb 3awmweHHoctn UT nHdpactpyktypbl KomnaHum ot yrpo3 b nyTtewm;

- ObyyeHne n uHdopmupoBaHue nonb3osatenen VCIMOH, o nopagke paboTtbl C
MOH n cpegctBamn 3aLmThI;

- MNMpepoTBpalleHre, BbiSBriEHWE, pearwpoBaHWe W paccrnefoBaHve HapyLleHun

6esonacHocTu MOH.

Mpn B3aMmoaencTenm co CTOPOHHUMN OPraHn3aunsMmn B crnyvasx, Korga coTpyaHu-
Kam 3TUX opraHmsaumin npegocrtaBnsieTcs 4OCTyn K obbekTam 3awuTbl (pasgen 3), ¢ aTu-
MU OpraHusauusiMum OOMMKHO ObiTb 3akntoveHo «CornaweHne 0 KOHUAEeHUMAaNbHOCTNY,
nnbo «CornawweHne o cobnogeHun pexmnma 6esonacHoctu MOH Npy BbINOAHEHUN paboT
B CIMOH». MNMogrotoBka TMNOBLIX BApUaHTOB 3TUX COrnalleHun oCyLecTBNAeTcs CoBMe-

cTHo ¢ OToenom KagpoBOro U HOpMaTMBHO-NPaBOBOro obecneyveHus.
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9 Mogenb HapylwuTens 6e3onacHOCTH

Moa Hapywwutenem B OpraHu3auuum MNOHMMAaeETCA NULO, KOTOpoe B pesyrnbTaTe
YMBILUMIEHHbIX UMW HEYMBbILMEHHbIX AENCTBUA MOXET HaHecTun yulepb obbekTam 3awuTbl
(paspgen 3).

HapywuTtenu nogpasgensatotca no npusHaky npuHagnexHoctn k UCIMOH. Bce Ha-
pylwmTenun genaTca Ha Ase rpynnbi:

e BHELUHME HapywuTenu — umamyeckne nuua, He nvetowwme npaea npeboiBa-
HUA Ha TEPPUTOPUN KOHTPONMPYEMOWN 30HbI, B Npeaeriax KoTopon pasmMella-
eTtca obopynosaHue NCIOH;

e BHYTPEHHWE HapywuTenu — usndeckme nuua, nmerwmne npaso npebdbiBa-
HUS Ha TEPPUTOPUN KOHTPONMPYEMOW 30HbI, B Npeaenax KoTopon pasmMella-
etca obopynosaHue NCIOH.

Knaccudpmkaums Hapywutenen npeactasneHa B Mopgenu yrpo3 6e3onacHocTu

nepcoHanbHbIX AaHHbIX Kaxkgon NCIOH.
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10 Mogenb yrpo3 6esonacHocTu
Onsa NCIMOx OpraHunsauuu BbIAENATCA crnefylolwmne OCHOBHbIE KaTeropum yrpos

GesonacHocTu nepcoHalribHbIX AaHHbIX:

1) Yrpo3sbl OT yTeYKM MO TEXHUYECKMM KaHanam.
2) Yrpo3bl HECaHKLMOHUPOBAHHOIO AOCTYNa K MH(hOpMaLIMK:

- Yrpo3bl YHUUTOXEHMS, XMLeHna annapaTtHblx cpeacts NCIMOH Hocutenen
MHopMaLMKn nyTem uamnyeckoro goctyna k anementam ACMOH.

- Yrposbl X1LEHNs, HECAHKLMOHMPOBaHHOM Moaudmkaumm nnm 6noknposa-
HUA MHJOPMaLMKM 3a cHeT HecaHKunoHMpoBaHHoro goctyna (HC[) ¢ npymeHeHnem
nporpaMmMHo-annapaTHbIX U NporpaMMHbIX cpeacTs (B TOM 4ucne nporpamMmmHoO-
MaTeMaTUYECKMUX BO3AENCTBUN).

- Yrpo3bl He npegHaMepeHHbIX OeWUCTBUA Monb3oBaTenen u HapylieHun
6esonacHocTn pyHkunoHmposanmsa NCIMOH n C3MNOH B ee coctaBe n3-3a cboeB B
nporpaMmmHOM obecrnedeHnn, a Takke OT yrpo3 HeaHTponoreHHoro (c6oeB annapa-
Typbl K3-32 HEHALEXHOCTW 3NEeMEHTOB, COOEB JNMEKTPONUTaHUSA) U CTUXUNHOIO
(yoapoB MOJSTHMI, NOXapOB, HABOAHEHUM U T.M.) XapakTepa.

- Yrpo3sbl npegHaMepeHHbIX AeNCTBUIMA BHYTPEHHUX HapyLUUTenen.

- ero3bl HECaHKUMOHMNPOBAHHOIO AOCTYyMa No KaHanam CBA3N.

Onuncaxwue yrpos, BepodTHOCTb UX peann3aunmn, onacHOCTb N aKTyallbHOCTb npen-

ctaBneHbl B Mogenn yrpo3 6e3o0nacHOCT nepcoHanbHbIX AaHHbIX kaxgon NCI1OH.
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11 MexaHusm peanusaumu KoHuenuumu
Peanusauna KoHuenuum gormkHa OCyLLECTBNSATLCA Ha OCHOBE NEPCNEKTUBHbIX MPO-

rpamMmm M nNnNaHoB, KOTOPble COCTaBIIAKOTCA HA OCHOBaAHUN 1 BO UCNOJTHEHUE!

- (begepanbHbIX 3aKOHOB B 0ob6riactv obecneyeHns nHgopmaumoHHon 6e3onacHo-

CTWU 1 3aWUTbl MHOPMaLUK;
- noctaHoBneHun NMpasutensctea Poccuickon denepaumu;

- PYKOBOSALLMX, OpraHn3auMoHHO-pacnopaanTenbHbIX U METOOUYECKMX AOKYMEH-
ToB PCTIK Poccuu;

- notpebHocten VICIOH B cpeactBax obecneyeHms 6e3onacHOCTN MHpopmMaLumnu.
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12 Oxupaembin adpdekT oT peanusauun KoHuenuun

Peanusauus KoHuenuuun 6e3onacHoctu MNAH B MCIMOH no3sonunT:

- OUEHUTb cocTosiHne ©BesonacHoctn mHpopmaumm WCIOH, BbISIBUTb UCTOYHMKK
BHYTPEHHMX U BHELUHUX Yrpo3 MHOPMaLMOHHOM Ge3onacHOCTH, onpeaenuTb NPUopuTeT-
Hble HanpaBneHus NpeaoTBPAaLLEHNSA, OTPAXKEHUS U HEUTpanNu3aunm aTUxX yrpos;

- paspaboTtatb pacnopaauTenbHble U HOPMAaTUBHO-METOANYECKME [OOKYMEHThI
npumenuternesHo K CIMOH;

- NpoBecTu Krnaccudukaumo n ceptudpmkagyuio NCrgn;

- MPOBECTN OpraHn3aLMOHHO-PEXUMHBIE U TEXHUYECKME MEPONPUATUS No obecne-
yeHuto 6e3onacHocTm MNAOH B CIMAR;

- obecneunTb Heob6xoaMMbIV ypoBEHb 6E30NaCHOCTN OOBHEKTOB 3aLUUTHI.

OcyulecTBneHne aTMx Meponpuatuii obecneymT cosgaHve eamHOW, LeNOCTHON U
CKOOpPAMHMPOBAHHOM cuctemMbl MHGopmaumoHHon 6esonacHocTn NCIOH n co3gacTt ycno-

BUSI ANd ee ganbHeunwero coBeEpLUIEHCTBOBaHUA.
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13 Cnuncok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM HOPMAaTUBHO-NPaBOBbLIMW U METOANYECKMMWN LOKYMEHTaMW, Ha KOTO-
pbix 6a3npyeTca HacTosiwee NonoxeHne, SBNAIOTCA:

1 ®epepanbHbin 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX OaHHbIX»), YCTaHABNMBAIOLNN OCHOBHbIE MPUHLNMLI Y
ycrnosus obpaboTkm MNMOH, npaBa, 0653aHHOCTM N OTBETCTBEHHOCTb YYAaCTHUKOB OTHOLLE-
HWURN, CBAA3aHHbIX ¢ 0bpaboTkon MOH.

2 «lMonoxeHne 06 obecneveHnn 6e3onacHOCTU NepPCOHanbHbIX AaHHbLIX NpU UX 06-
paboTke B MHPOPMALMNOHHBIX CUCTEMAX NepPCOHarbHbIX AaHHbIXY, yTBEpXaeHHoe [locTa-
HoBneHueM [pasutensctea P® ot 17.11.2007 r. Ne 781.

3 «[Mopsgok npoBefeHus krnaccudukaumm MHPOPMaLNOHHBLIX CUCTEM MNepcoHarlb-
HbIX OaHHbIX», YTBEPXAEHHbI coBMeCTHbIM [Mpukaszom ®CTIK Poccum Ne 55, ®CE Poc-
cum Ne 86 n MunnHdpopmesasm PO Ne 20 ot 13.02.2008 r.

4 «lMonoxeHne 06 ocobeHHOCTAX 06paboTKM NepcoHanbHbIX AaHHbIX, OCYLLECTB-
nsemomn 6e3 NCNonNb3oBaHUA CPeACTB aBToOMaTU3auuny, yTeepxaeHHoe lNoctaHoBneHnem
MpaButenbctBa P® o1 15.09.2008 r. Ne 687.

5 «TpeboBaHust K MaTtepuanbHbIM HOCUTENAM OGUOMETPUYECKUX MepPCOHanbHbIX
AAaHHbBIX U TEXHOMOMMAM XpaHeHUs Taknx AaHHbIX BHE MHOPMALMOHHBIX CUCTEM Nepco-
HanbHbIX OaHHbIX», yTBepXaeHHble [NocTaHoBneHneMm [lpasutensctea P® ot 06.07.2008
r. Ne 512.

6 HopmaTtuBHO-MmeTOoaNYeCckMe OOKYMeHTbl PefepanbHon cryxbbl N0 TEXHUYECKO-
MY W 3KCnepTHOMY KOHTponto Poccuinckon depepaumn (ganee - CTIK Poccumn) no obec-
neyeHuto 6esonacHocTn MNOH npyn nx o6padoTke B UCIOH:

7 PexomeHgaumn no obecneveHmto 6€30nacHOCTU NepCOHanbHbIX OAHHbIX MpU UX
obpaboTke B MHPOPMALMOHHBIX CUCTEMax NepcoHaribHbIX AaHHbIX, YTB. 3aM. OupeKkTopa
®CTIK Poccun 15.02.08 r. (ACIT)

8 OCHOBHblE MEPONPUATMA MO OpraHM3aumm n TexHnyeckoMmy obecneyeHuio 6e30-
MaCHOCTU NepPCOHanbHbIX AaHHbIX, 06pabaTbiBaeMbIX B MHPOPMALMOHHBIX CUCTEMAaX Nep-
COHasbHbIX AaHHbIX, YTB. 3aM. aupektopa PCTIK Poccun 15.02.08 r. (ACIM)

9 basoBasa mogenb yrpo3 6e30nacHOCTM NepcoHanbHbIX AaHHbIX NPy ux obpaboTke
B MH(POPMAaLMOHHbLIX CUCTEMAaX MepCcoHanbHbIX AaHHbIX, YTB. 3am. aupektopa PCTIK
Poccun 15.02.08 r. (OCIM)

10 MeToauka onpeaeneHnst akTyanbHbIX Yrpo3 6e30nacHOCTU NepCoOHanbHbIX AaH-
HbIX Npu nx o6paboTke B MHPOPMALIMOHHBLIX CUCTEMAX MEePCOHarNbHbIX JaHHbIX, YTB. 3aMm.
aupektopa ®CTIK Poccun 15.02.08 r. (ACIM)
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